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There is a great deal of value in revisiting those things we “know” and exploring them
in greater depth. Every developer is familiar with what a program is (we write them,
after all) and what threads and processes are.

Butitis a good exercise to review the basics, those things which are part of everyday
language, before tackling the somewhat daunting topic of multithreaded development.

This chapter, by way of introduction, reviews operating system (OS) concepts, with
a focus on processes and threads, and covers the basics of how threads do their work
and how the processor switches between them.

The examples throughout this book are written in both C# and Visual Basic .NET,
alternating between the two languages. All of the examples are available from the pub-
lisher’s web site at www.manning.com/dennis.

In this chapter, you’ll see code that’s devoted to relatively abstract concepts. The
goal is to present examples that make the abstract concepts clearer and demonstrate
them in a practical way.



1.1

1.1.1

1.1.2

BACKGROUND

A program, as you very well know, is typically defined as a series of instructions that are
related in some way. In .NET terms, a program can be defined as an assembly, or group
of assemblies, that work together to accomplish a task. Assemblies are nothing more
than a way of packaging instructions into maintainable elements. An assembly is gen-
erally housed in a dynamic link library (DLL) or an executable.

Program A .NET program is an assembly, or group of assemblies, that perform a task.
An assembly is nothing more than a packaging mechanism where pieces of
related code are grouped into a common container, typically a file.

Closely related to programs are processes and threads. A program’s execution occurs
on one or more threads contained with a process. Threads allow the OS to exert con-
trol over processes and the threads that execute within.

What is a process?

A process gives a program a place to live, allowing access to memory and resources.
It’s that simple.

A process is an OS object used to associate one or more paths of execution with
required resources, such as memory that stores values manipulated by threads that exist
within the process.

A process provides a level of isolation that keeps different applications from inad-
vertently interacting with each other. Think of it in terms of cans of paint. Imagine you
have several different colors of paint. While each color of paint is in its own can it can-
not mix with other paints. The can is similar to a process in that it keeps things in the
can contained within and things outside of the can out. Every process contains one
or more threads. You can think of a thread as the moving part of the process. Without
a thread interacting with elements within a process, nothing interesting will happen.

What are threads and why should we care?

Threads are paths of execution. The threads perform the operations while the process
provides the isolation. A single-threaded application has only one thread of execution.

Thread A thread is the means by which a series of instructions are executed. A thread
is created and managed by the OS based on instructions within the program.
Every program will have at least one thread.

Let’s take a step back and talk about how a program is loaded into a process. I'm not
discussing Microsoft’s implementation, but the things that need to occur and their
likely order. When an executable is launched, perhaps by typing its name in a com-
mand window, the OS creates a process for the executable to run in. The OS then loads
the executable into the process’s memory and looks for an entry point, a specially
marked place to start carrying out the instructions contained within the executable.
Think of the entry point as the front door to a restaurant. Every restaurant has one,
and front doors are relatively easy to find. Generally speaking, it’s impossible to get
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into a restaurant without going through the front door. Once the entry point is identi-
fied, a thread is created and associated with the process. The thread is started, executing
the code located at the entry point. From that point on the thread follows the series
of instructions. This first thread is referred to as the main thread of the process.
Listing 1.1 contains the listing of a console application that satisfies the obligatory

Hello World example.

Listing 1.1 An example of a single-threaded application (VB.NET)

Mbdul e Modul eHel | oWor 1 d
Sub Mai n()
Console. Wite("Hello")
Console. Wite(" World")
End Sub
End Mbdul e
|

As a console application, all input and output pass through the command-line envi-
ronment. Visual Basic console applications utilize the concept of a module. A module
is a Visual Basic construct that is identical in functionality to a C# class having all
static members. This means that the method can be invoked without an instance of
the class having been created.

I've found it very beneficial, when dealing with .NET, to examine the Microsoft
Intermediate Language (MSIL) the compiler produces. MSIL is an assembly-like lan-
guage produced by compilers targeting the .NET environment. MSIL is translated to
machine instructions by the runtime. MSIL is similar to Java’s bytecode. Listing 1.2
contains the MSIL that corresponds to the Mai n subroutine in listing 1.1.

Listing 1.2 The MSIL produced by the Hello World example (MSIL)

.method public static void Min() cil managed 0
{

.entrypoint @
.custominstance void [nscorlib] System STAThreadAttribute::.ctor() =

( 01 00 00 00 )
/1 Code size 25 (0x19)
.maxstack 8
I'L_0000: nop

IL_0001: Idstr "Hel | 0"

I L_0006: call void [mscorlib] System Consol e:: Wite(string)
I L_000b: nop

IL_000c: ldstr " World"

IL_0011: call void [mscorlib] System Consol e:: Wite(string)
I'L_0016: nop

IL_0017: nop

1L_0018: ret

} // end of method Modul eHel | oWorl d: : Main
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@ Notice the st at i ¢ keyword. This lets the runtime know that this is a static method.
Since the method is defined within a module, it is implicitly shared/static.
Console applications require a static method be the entry point. A common approach
is to have the console application contain a static Mai n that creates an instance of a
class and invokes a method on that instance.

@ The . entrypoi nt directive indicates that this method is the entry point for the
application. This tells the framework that this method should be invoked after the
assembly is loaded into memory.

This example contains a single thread of execution that starts by entering the Mai n
method and terminates when the r et , return, instruction executes. In this example
the thread does not contain branching or looping. This makes it easy to see the path
the thread will take.

Let’s examine listing 1.1 in detail. Figure 1.1 shows the path the main thread of
the process takes.

[ Starts the process |

Module ModuleHelloWorld
Sub Main()
Console.Write("Hello")
Console.Write(" World")

End Sub
End Module
i Figure 1.1 The execution path the main
[Terminates the process thread in the Hello World example follows

The arrows show the path the thread takes during execution of the Hello World program.
We’re covering this in such depth because, when doing multithreaded development, it is
critical to understand the execution path that a thread follows. When there is more than
one path, the complexity increases. Each conditional statement introduces another
possible path through the program. When there are a large number of paths, manage-
ment can become extremely difficult. When the path a thread takes contains branching
and looping, following that path often becomes more difficult. As a review, branching
occurs when a conditional instruction is encountered. Looping is accomplished by
having a branching statement target an instruction that has previously been executed.
Listing 1.3 contains a slightly more complex version of the Hello World example.

usi ng System
namespace Hel | oWor | dAgai n
{
class Cl assHel | oWor | dAgai n
{
[ STAThr ead]
static void Main(string[] args)
{
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for (int i=0;i<2;i++)
{
Console. Wite("Hello");
Console. Wite(" World");
}

It’s easier to annotate the execution path by using the MSIL. Figure 1.2 contains the
generated MSIL from listing 1.3 with numbered arrows indicating execution path.

This example demonstrates that code that is relatively simple can produce an execution
path that is somewhat complex. The interesting part of this example is the jump that
occurs at step 4. The reason for this jump is that the f or loop tests to see if the test
condition is true before the loop executes. The important thing to take away from this
is that the main thread will execute steps 1 through 10. Those steps are the path the
thread will take through the code.

[ Starts the process |

.method private hidebysig static void Main(stringl[] args) cil managed
{
1 .entrypoint
.custom instance void [mscorlib]System.STAThreadAttribute::.ctor() = ( 01 00 00 00 )
// Code size 33 (0x21)
.maxstack 2
locals init ([0] int32 i)
IL_0000: Idc.i4.0
& |L_0001: stloc.0
3—p IL_0002: brs  IL_00Tc
IL_0004: Idstr  "Hello"
IL_0009: call void [mscorlib]System.Console::Write(string)
IL_000e: Idstr  "World"
IL_0013: call void [mscorlib]System.Console::Write(string)
4 1L_0018: Idloc.0
6 IL_0019: Idc.i4.1
8 IL_00Ta: add
9 7 IL_001b: stloc.0
IL_001c: Idloc.0
i IL_001d: Idc.i4.2
——|L_001e: blt.s IL_0004
10— IL_0020: ret
}// end of method ClassHelloWorldAgain::Main

[ Terminates the process |

Figure 1.2 An execution path with branching
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The cat project

It’s helpful to compare abstract things, like threads and processes, to something familiar.
Imagine a housecat in a typical family residence. The cat spends most of its time sleep-
ing, but occasionally it wakes up and performs some action, such as eating.

The house shares many characteristics with a process. It contains resources available
to beings in it, such as a litter box. These resources are available to things within the
house, but generally not to things outside the house. Things in the house are protected
from things outside of the house. This level of isolation helps protect resources from
misuse. One house can easily be differentiated from another by examining its address.
Most important, houses contain things, such as furniture, litter boxes, and cats.

Cats perform actions. A cat interacts with elements in its environment, like the
house it lives in. A housecat generally has a name. This helps identify it from other
cats that might share the same household. It has access to some or the entire house
depending on its owner’s permission. A thread’s access to elements may also be
restricted based on permissions, in this case, the system’s security settings. Listing 1.4
contains a class that models a cat.

usi ng System
usi ng System Thr eadi ng;
nanespace Cat

{
public class C assCat

{ The DidSomething
public del egate void Di dSonet hi ng(string nmessage); delegate is used when
Di dSonet hi ng notify; Vo an action occurs
int sleepTing;
string naneg;

Random r nd;
string[] actions=
{
"Eat",
"Drink",
"Take a bath",

A list of possible

"Wander around", o
actions is generated

"Use litter box",
"Look out wi ndow',
"Scratch furniture",
"Scratch carpet”,
"Play with toy",

" Meow'
h
public O assCat(string name, DidSomething notify ) A name and a
{ DidSomething
sl eepTi ne=1000; delegate is
rnd=new Randon( Envi ronment . Ti ckCount) ; passed in
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t his. nane = nane;
this.notify = notify; AF\Q A name and a

} DidSomething
private string WichAction() @ Arandomaction delegate is
{ is chosen passed in

int which = rnd. Next (actions. Length);
return actions[which];

}
public void DoCatStuff(int howuch) (@ Loop the supplied
{ number of times
for (int i=0;i< howMich;i ++)
{ i f(rnd. Next (100) >= 80)
{ notify(name + ": " + WiichAction()+ " " );
}
el se
{
notify(name + ": Zzz ");
Thr ead. Sl eep(sl eepTi ne) ;
}
}
}

@ Since the cat does things, we need some way of letting the outside world know what
it did. To accomplish this we use a delegate. A delegate is simply a way of accessing a
method through a variable, similar in many ways to function pointers and callbacks.
Function pointers and callbacks come from the C++ world. They provide a means of
storing the information required to execute a function in a variable or parameter. This
allows the function to be invoked indirectly, by accessing the variable or parameter.
Cat owners may be wishing that their cat had a delegate available so that they could
monitor their cat’s activities.

® Carts do many things. I did not include sleep in this list of common feline activities
since it occurs more frequently than the other activities.

© Unlike the normal process through which cats come into the world, our cat is created
when it is allocated using the new statement. The constructor accepts the name of the
newly created cat along with a reference to the delegate to call when it does something,.
The advantage of using a delegate in this way is that the cat class doesn’t need to know
anything about the class that’s utilizing its functionality.

O The actions of a cat have always seemed pseudorandom to me. There may be a more
complex algorithm they use to determine their actions but they aren’t talking.
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@ DoCat St uf f is the main method used to simulate the cat’s actions. It loops the spec-
ified number of times. Each loop has an 80 percent chance of the cat doing nothing
more interesting than sleeping. The remaining 20 percent involves random selection
from the list of actions we discussed earlier.

We’re now ready to do something with our cat class. Listing 1.5 contains the code
from a console application that utilizes Cl assCat .

usi ng System
nanespace Cat

{
class Cl assMain
{
[ STAThr ead]
static void Main(string[] args)
{
Cl assCat theCat; Contains a reference
Cl assCat . Di dSonet hi ng notify; to ClassCat
notify = new Cl assCat. D dSonet hi ng( AddLi ne);
theCat = new Cl assCat("Tiger",notify);
t heCat . DoCat St uf f (250) ; Creates an instance
} of ClassCat
static private void AddLine(string nessage) Is invoked when
{ an action occurs
Consol e. Wite(message);
}
}
}

@ Our cat will perform many actions. In order for the O assMai n class to know that the
cat has performed an action, we must supply it with a delegate. The Di dSonet hi ng
delegate that’s passed in to the constructor is invoked by the instance of the cat class
whenever it accomplishes some task. The instance of the Di dSonet hi ng delegate
that’s passed in is associated with the AddLi ne method. This method accepts a
string as its only parameter. It then writes the contents of that string to the console.

@® When we create our cat we pass in the instance of the Di dSorret hi ng delegate along
with the cat’s name. After we've created Tiger we tell it to do 250 iterations. This occurs
on the main thread of the application. Once DoCat St uf f completes, the application
terminates. The following is a sample of the output produced by the program:

"Zzz" "Meow' "Zzz" "“Zzz" "Zzz" "Play with toy" "Wander around" "Zzz" "Zzz"

"Take a bath" "Zzz" "Zzz" "Zzz" "“Zzz" "Zzz" "Zzz" "Zzz" "Zzz" "Play with
toy" "zzz"

We've explored a simple example of how a thread resembles a cat. In the next section
we take a look at processes from the Task Manager perspective.
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1.1.4

2 Windows Task Manager 1ol

File Options Yiew Help

Task Manager

To see examples of processes, you need look no further than the Windows Task Manager,
shown in figure 1.3.

Applications ~Processes |PerFormance I

Image Hame | FID | Lsername | CPL | CPL Time I Mem Lsage | IMern Delta I Base Pri | Handles | Threads | USER Obijects | GDI Ohjects I -
ud_1066573.exe 1612 Administrator a7 11:00:59 5,020 K oK Loy 26 2 1) 4
Snaglk3z.exe 2904 Administrator 27 0:00:01 6,492 K gK Mormal 107 2 62 &1
IEXPLORE.ERE 3048 Administrator o3 0:0o:14 19,370 K oK Marmal 492 15 171 347
wrnplayer.exe 1636 Administrator 03 0145 21,988 K (80K Marmal 390 21 101 321
taskrgr.exe 3204 Administrator oz 0:00:22 2,208 K oK High 154 g 129 138 |
msimn, exe 2454 Administrator 0z moli4z 19,164 K oK Marmnal 995 11 178 331
imonkray . exe 2165 Administrator oz 0:00:35 1,880 K oK Mormal 62 1 9 12
WINWORDEXE 2064 Administrator oz 027 18,700 K oK Marmal 271 S 110 281
DLLHOST.EXE 1972 SYSTEM 0z 00003 5,144 K oK Marmnal 131 El 1) o
sqlservr.exe 868  SYSTEM oz 0:23:05 18,680 K oK Mormal 290 32 a 4
aspnet_wp.exe 2865 ASPMET on 00015 17,304 K Ok Mormal 169 10 a 4
svchost.exe 2496 SYSTEM an 0:00:00 3,028 K ok Mormal 201 12 2 [}
[W/nR=FIS) 2396 Administrator on 00947 2,380 K oK Mormal 158 4 25 a4
sqimangr.exe 2376 Administrator oo 0:00:19 4,452 K oK Mormnal 110 3 =13 147
AcroTray.exe 2356 Administrator on 0:00:00 3,452 K oK Mormal 53 2 5 28
CTRMON,EXE 2352 Administrator oo 0;00:07 3,428 K oK Marmal 252 1 a1 157
MSMsgs. exe 2340 Administrator an 0:00:10 S,448 K ok Marmal 452 19 47 124
wemdmgr exe 2328  Administrator on 0:00:00 4,080 K oK Lo 154 = 1 4
sointar.exe 2264 Administrator oo 0:00;00 1,304 K (114 Mormal 33 1 z 4 LI
[ Show processes from all users End Process |

Processes: 62 |CPU Usage: 100%  [Mern Usage: 326912K / 1273724K | v

Figure 1.3 Windows Task Manager lists the processes that are currently executing.

Processes are assigned a priority that is used in scheduling its threads. In figure 1.3 the
column Base Pri contains the priority of the process. A process itself does not execute.
Instead the threads contained within a process execute. Their execution is controlled in
part by their priority. The OS combines each thread’s priority with that of the process
containing them to determine the order in which the threads should execute. Three
of the most common values for base prioritcy—High, Normal, and Low—are listed in
figure 1.3.

The columns Mem Usage, Handles, USER Objects, and GDI Objects are examples
of memory and resources that a process uses. These resources include things like file
handles and Graphical Device Interface (GDI) objects. A file handle is used to interact
with a file system file while a GDI object is used to display graphical output, such as
circles and lines, on the screen.

Processes allow the actions of one thread in a process to be isolated from all other
processes. The goal of this isolation is to increase the overall stability of the system. If
a thread in a process encounters an error, the effects of that error should be limited
to that process.
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1.2.1

10

MULTITASKING

When computers ran only one program at a time, there was no need to be concerned
with multitasking. Not that long ago a computer executed only one process—a single
task—at a time. In the days of DOS the computer started up to a command prompt.
From that prompt you typed the name of the program to execute. This single tasking
made it very difficult to interact with multiple programs. Typically users were forced to
exit one program, saving their work, and start another. For many it is unimaginable
that a computer could run only a single program at once, such as a word processor or
spreadsheet. Today users routinely execute a relatively large number of processes at the
same time. A typical user may be surfing the Web, chatting using an instant messaging
program, listening to an MP3, and checking email simultaneously.

When an OS supports execution of multiple concurrent processes it is said to be
multitasking. There are two common forms of multitasking: preemptive and cooper-
ative, which we’ll explore next.

Cooperative multitasking

Cooperative multitasking is based on the assumption that all processes in a system
will share the computer fairly. Each process is expected to yield control back to the
system at a frequent interval. Windows 3.x was a cooperative multitasking system.

The problem with cooperative multitasking is that not all software developers fol-
lowed the rules. A program that didn’t return control to the system, or did so infre-
quently, could make the entire system unusable. That’s why Windows 3.x would
occasionally “freeze up,” becoming unresponsive. This occurred because the entire OS
shared a common thread processing messages. When Windows 3.x started a new
application, that application was invoked from the main thread. The OS would pass
control to the application with the understanding it would be returned quickly. If the
application failed to return control to the OS in a timely fashion, all other applications,
as well as the OS, could no longer execute instructions.

Development of applications for Window 3.x was more difficult than newer ver-
sions because of the requirements of cooperative multitasking. The developer was
required to process Windows messages on a frequent basis, requiring that checks to
the message loop be performed regularly. To perform long-running operations, such
as looping 100 times, required performing a small unit of work, and then posting a
message back to yourself indicating what you should do next. This required that all
work be broken up into small units, something that isn’t always feasible.

Let’s review the way that current Windows applications function. The main thread
executes a loop called a message pump. This loop checks a message queue to see if there’s
work to do. If so, it performs the work. The click event, which occurs when a user clicks
a control such as a button, enters work into the message queue indicating which method
should be executed in response to the user’s click. This method is known as an event handler.
While the loop is executing an event handler, it cannot process additional messages.
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Think of the message pump as a person whose job is repairing appliances. Imagine
this person has an answering machine at his place of business. When people need the
technician, they call the answering machine and leave a message. This is essentially what
happens when an event is entered into the message queue. The technician then retrieves
messages from the answering machine, and, hopefully, responds in the order they were
received. Generally, while the technician is on a service call he cannot start working
on additional service calls. He must finish the current job and return to the office to
check for messages.

Suppose a repair is taking a long time to complete. The client might tell the technician,
go back to your office, check your messages, and do one job. Once you've finished it,
come back here and finish this job. This is what the Appl i cati on. DoEvent s
method does. It makes a call back to the message pump to retrieve messages.

Listing 1.6 contains the class that controls the sharing of the processor in a coop-
erative multitasking application.

usi ng System

usi ng System Col | ecti ons;
namespace CooperativeMil titasking
{

public class Sharing

{

public bool tinmeToStop=false;
ArrayList workers; (@ AnArraylistis

int current; used to store
publ i ¢ Sharing() the workers
{
wor ker s=new ArraylList(); (1) An Arraylist is
current=-1; used to store
} the workers
public void Add(WrkerBase worker) An ArrayList is
{ used to store
wor ker s. Add( wor ker) ; the workers
}
public void Run()
{
if (workers. Count ==0)
{
return;
} /0 Each worker is
while (!timeToStop) given a chance
{ to work
current ++;
if (current+1 > workers. Count)
{
current= 0;
} v

MULTITASKING 11



Wor ker Base wor ker ;

wor ker =(Wor ker Base) wor kers[current]; Each worker is
wor ker . DoWr k(t his); given a chance
} to work

}
}

}
|

@ Since multitasking involves multiple elements we need some way of storing them. In
this example we use an Ar r ayLi St to store instances of classes derived from Wor ker -
Base. An ArrayLi st is a dynamic array that manages the memory required to
store its elements. To add an entry to the list you use the Add method. We discuss
Wor ker Base in listing 1.7.

@ The heart of the Shar i ng class is the Run method which executes until the value of
ti meToSt op becomes t rue. On each pass the variable current’s contents are
incremented. This counter is used to choose which worker will be allowed to do a
portion of its work. The worker is extracted from the ArrayLi st and its DoWor k
method is invoked.

Wor ker Base is an abstract base class. All instances of classes that are managed by
the Shar i ng class must be derived from the Wor ker Base class, either directly or
indirectly. Listing 1.7 contains the Wor ker Base class.

Listing 1.7 WorkerBase is the foundation for all classes controlled by the

Sharing class (C#).

namespace CooperativeMil titasking

{
public abstract class WrkerBase
{
public abstract void DoWwrk(Sharing controller);
}
}

Because VWOr ker Base contains an abstract method DoWr k, all classes derived from
it must implement that method. The Shar i ng class calls the DoWbr k method each
time it’s the worker class’s turn. To perform some work we need a class that’s derived
from Wor ker Base that does something. Listing 1.8 contains a class that writes out a
greeting based on a string passed to its constructor.
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Listing 1.8 A cooperative greeter (VB.NET)

Public Cass Hello
I nherits WorkerBase

Private name As String

Public Sub New(ByVal name As String)
Me. name = name
End Sub

Public Overrides Sub DoWrk(ByVal controller As Sharing)
Console. Wite("Hello " + nanme)
End Sub
End C ass
|

Notice that the DoWr k method is overridden to perform a simple action. Each time
an instance of this class has a chance to perform its action, it will simply write out the
greeting “Hello” followed by the name passed into the constructor.

To control termination we introduce a class that limits the number of times it is invoked
(listing 1.9). This keeps our example relatively simple and shows another derived worker.

Listing 1.9 A worker who signals it’s time to stop all processing (C#)

usi ng System
namespace CooperativeMil titasking

{
public class Die : WrkerBase
{
i nt howManyAl | owed;
int workUnits;
public Die(int howvanyAl | owed)
{
wor kUni t s=0;
t hi s. howManyAl | owed= howiManyAl | owed;
}
public override void DoWrk(Sharing controller)
{
wor kUni t s++;
if (workUnits > howvanyAl | owed)
{
controller.timeToSt op=true;
}
}
}
}

The problem with cooperative multitasking is when one of the elements being con-
trolled executes for an excessive amount of time. Listing 1.10 contains an example of
a class that contains an infinite loop in its DOWOr k method.
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Listing 1.10 A worker that uses more processing time than he should (VB.NET)

Public O ass Bad
I nherits WorkerBase

Public Overrides Sub DoWrk(ByVal controller As Sharing)

VWi le (True)
End Wi le
End Sub
End d ass

We’re now ready to see all the pieces tied together. The controlling part of this example
is in listing 1.11. Notice that the line adding the badWor ker is commented out.

Listing 1.11 The Sharing example main class (C#)

usi ng System
nanespace CooperativeMiltitasking

{

class ClassMain
{
[ STAThr ead]
static void Main(string[] args)
{
Sharing controller;
controller = new Sharing();
Hel I o hi Newton = new Hel |l o(" Newton ");
Hel l o hi Cayle = new Hell o("Cayle ");
Die term nator = new Di e(10);
Bad badWorker = new Bad();
control |l er. Add(hi Newt on );
controller. Add(hi Cayle );
I control | er. Add( badWr ker) ;
control ler. Add(term nator);
controller.Run();

This program produces the following output:

Hello Newton Hello Cayle Hello Newton Hello Cayle Hello Newton Hello Cayle
Hel lo Newton Hello Cayle Hello Newton Hello Cayle Hello Newton Hello Cayle
Hel lo Newton Hello Cayle Hello Newton Hello Cayle Hello Newton Hello Cayle
Hello Newton Hello Cayle Hello Newton Hello Cayle

Notice that the greetings alternate as each worker is given a chance to do his work. When
the badWr ker is present in the collection of workers, the following output is produced:

Hell o Newton Hello Cayle
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Since the badWor ker ’s DoWbr k method never returns, the entire cooperative system
is destabilized. This kind of failure is why Windows 3.x would occasionally freeze,
requiring a reboot of the computer to recover.

We've discussed the challenges of developing applications under cooperative multi-
tasking. The biggest problem is that if one or more applications doesn’t follow the rules,
the entire OS is affected. It’s not surprising that all modern multitasking OSs use pre-
emptive multitasking.

1.2.2 Preemptive
Preemptive multitasking is the more common form of multitasking in use today.
Instead of relying on the programs to return control to the system at regular intervals,
the OS takes it. Listing 1.12 contains an example of a program that uses threads and
relies on preemptive multitasking.

private void buttonl_Cick(object sender, System EventArgs e)
{
System Thr eadi ng. Wi t Cal | back cal | back;
cal I back = new System Threadi ng. Wai t Cal | back(Loop);
Syst em Thr eadi ng. Thr eadPool . QueueUser Wor ki ten(cal | back); ) Adds to the

} ThreadPool
private void Loop(object state) (@ Definesthemethod
{ that is invoked in
for (int i=1;i<100;i ++) the ThreadPool
{
for (int k=0;k< 100; k++)
{
doubl e d;
d = (doubl e) k/ (doubl e)i;
Set Label (d. ToString()); (3) Sets the text
} of the label
}
Set Label ("Fi ni shed"); @ Sets the text
} of the label

private del egate void SetLabel Del egate(string s);
private void SetLabel (string s) (@ Setsthe text

{ of the label
if (labell.1nvokeRequired)
{
I abel 1. 1 nvoke(new Set Label Del egat e( Set Label ), new object[] {s});
}
el se
{
| abel 1. Text =s;
}

}
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The key element in this example is that the but t on1_C i ck method doesn’t do the
actual looping; instead it creates a work item that’s entered into a thread pool. A thread
pool is an easy way to do multithreading. As with most things, this simplicity results
in a less flexible way of doing things. This execution occurs on a separate thread and is
periodically interrupted by the OS to allow other threads a chance to get work done.

© Thread pools are a great way to perform multithreaded programming. Chapter 10

covers thread pools in detail. Thread pools perform their work using the Wi t -
Cal | back delegate. A method that accepts a single parameter is associated with the
Wi t Cal | back. That method, Loop, is invoked on a thread controlled by the
thread pool.

@ The Loop method performs the actual work. It is very similar to the method in listing 1.6.

The most notable difference is that there is no call to Appl i cati on. DoEvents.
Additionally, some type casting is being performed to make the output more interesting,.

© Instead of accessing the label directly to output the results, we use the Set Label

method. Set Label ensures that the label is accessed on the same thread that created
the form. It does this because Windows Forms are not thread-safe. The potential exists
that something undesirable will occur if one thread—or more—manipulates a control
on a Windows Form.

It’s important to understand that this example would not work on a cooperative
multitasking OS because there is no call to service the message pump or to yield control.
In the next section we discuss how preemptive multitasking is done.

PREEMPTIVE MULTITASKING

When more than one application is executing, there must be some means of determin-
ing whose turn it is to execute. This is generally referred to as scheduling. Scheduling
involves an element in one of two states: currently executing and waiting to execute.
Under modern OSs scheduling is performed on a per-thread basis. This allows a single
thread to be paused and then resumed. Only one thread can be executing at a given
point in time. All other threads are waiting for their turn to execute. This allows the
OS to exert a high degree of control over applications by controlling the execution of
their threads.

Time slice, or quantum

Things are often not what they seem. When we go see a movie in a theater, the images
seem to flow from one to another in a seamless way. In reality, many separate images are
presented on the screen and our brain maps them together to form a continuous image.
OSs do a similar sleight of hand with threads. Multiple threads seem to execute at
the same time. This is accomplished by giving each thread in the system a tiny amount
of time to do its work and then switching to another one. This happens very quickly,
and the user of the system is typically unaware that a switch has occurred. The amount
of time a thread has to do its work is called a time slice, or quantum. The duration of
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the time slice varies based on the OS installed and the speed of the central processor.
Listing 1.13 demonstrates that threads are periodically interrupted.

Modul e Modul eTi neSli ce
Sub Mai n()

Di m what ToQut put As String
Dimi As |nteger
DimlastTick As Long
Di m newTi ckCount As Long Retrieves the
D m opsPerTi ck As Long TickCount before
Di m of f byone As Long the start of the
last Tick = System Environnent. Ti ckCount loop
opsPerTick = 0

of f byone = 0 Loops a large
what ToQut put = "" number of times
For i =1 To 1000000

newTi ckCount = System Envi ronment . Ti ckCount Compares the

If (lastTick = newTi ckCount) Then ;_["‘I:gnt
opsPerTick += 1 ickCount to
the last one

El se

If (lastTick = (newlickCount + 1)) Then Checks to see if
of fbyone += 1 / the last TickCount

opsPerTick += 1 is one tick greater
| ast Ti ck = newTi ckCount than the current
El se tick

Di m out put As String

Di m nunti cks As Long

nunili cks = newTi ckCount — | astTi ck

output = String. Format ("{0} {1}", nunTicks, opsPerTi ck)
what ToQut put += out put + vbCrLf

opsPerTick = 0 Records the number
| ast Ti ck = newTi ckCount of operations
End | f performed
End |f
Next
Consol e. WiteLine("OfByOne = " + of fbyone. ToString())
Consol e. Wi t eLi ne(what ToQut put)
End Sub
End Modul e

@ We start by retrieving the current tick from the OS. The Ti ckCount property returns
the number of milliseconds since the OS was rebooted. We store that value in the
| ast Ti ck variable.

@ To see the breaks in execution, we loop for a large number of times. Too small of a
number here would not demonstrate the breaks in execution, since the task could be
completed quickly.
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© The first thing we do on each iteration is retrieve and store the current tick count. The

idea is to capture how many milliseconds have passed since the last time we retrieved
the value. We then check to see if the value has changed. If it hasn’t we increment the
number of operations that have been performed while the values were equal.

If the values have changed we check to see if the new value is one greater than the old
value. This would indicate that we moved from one millisecond to the next greater
one. In my testing this didn’t occur. This is as an indication that the amount of time
the processor gives a thread is smaller than 1 millisecond.

When a break of more than 1 millisecond occurs we determine the number of milli-
seconds that have elapsed and then record the results to a string and reset the
counters. The frequency of this occurrence is a product of the load of the system, the
power of the processor, and the number of iterations in the loop.

Listing 1.13 produces the following output:

OffByOne = 0
16 177655
31 0
16 220041
15 395763

The first column contains how many milliseconds have passed when a break in the
tick count occurred. The second column contains the number of iterations that were
completed without a break occurring. If the thread had a processor dedicated to it there
would be very even breaks, or not at all, in the tick count. As you can see, the breaks
that do occur have a small amount of time between them. The amount of time a thread
gets is based on the priority of the process it is executing in along with the priority
associated with the thread.

A time slice is a very small unit of time. This helps provide the illusion that a thread
has exclusive use of a processor. Each time that a processor switches from one thread to
another is referred to as a context switch. In the next section we discuss context switching.

Context and context switching

There are many threads in existence in a typical system at any given point. A count of
the threads from figure 1.3 yields over a hundred. Fortunately newer versions of Win-
dows are good at dealing with multiple threads. A single processor executes one thread
at a time. The thread has the processor’s attention for one quantum, a time slice. After
each quantum unit passes, the processor checks to see if another thread should have
the processor. When the processor decides that a different thread should be executed,
it saves the information the current thread requires to continue and switches to a dif-
ferent thread. This is called a context switch.
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A high level of context switching is an indication of system load. A system that is
switching excessively is said to be thrashing. The implication is that the processor is
spending a great deal of time switching between threads and not performing as much
work as if it were switching less frequently. High levels of context switching are gen-
erally associated with a shared resource being overutilized. When a resource isn’t avail-
able, the OS pauses the thread that’s requesting it. This allows other threads, which
most likely aren’t waiting for a resource, to execute.

One way that a context switch occurs is when a thread indicates that it has finished
processing and that some other thread should be given the remainder of its time. This
is accomplished using the Sl eep method of the Thr ead class.

We'll discuss this in greater detail in section 5.3, but for now think of Sl eep as a
way for a thread to let the OS know that it would like to be idle for some period of time.
The idea is that the thread detects that it should pause for a small amount of time to allow
other things to happen. For example, if a thread is tasked with keeping a queue empty,
it might pause periodically to allow multiple entries to be entered into the queue.

Sl eep accepts several different types of parameters. One version of S| eep accepts
an | nt eger indicating how many milliseconds the thread would like to be idle. If
zero is passed in, it indicates that the thread wishes to yield the remainder of its time
slice and continue executing on the next available time slice. This causes a context
switch to occur. Listing 1.14 contains a class that uses a thread pool to execute a
method on a different thread. The method continues to execute until changing the
value of a Boolean flag stops it. The method calls SI eep with zero, which forces the
thread to release the remainder of the current time slice to the operating system, forc-
ing a context switch.

usi ng System
usi ng System Thr eadi ng;
namespace Context Swit ching

{
public class Switching
{
private bool itsTineToStop ;
public bool TinmeToStop itsTimeToStop
{ controls the
get {return itsTi meToStop; } Loop method
set {itsTineToStop=val ue; }
}
public Switching() itsTimeToStop
{ j controls the
i tsTi neToSt op=f al se; Loop method
Wi t Cal | back cal | back; W itCallback is
cal | back = new Wi t Cal | back(Loop); V used with thread
Thr eadPool . QueueUser Wor ki t en( cal | back) ; pools
}

PREEMPTIVE MULTITASKING 19



20

private void Loop(object state)
{
Thread. Sl eep(500); The Loop method
while (!itsTi meToSt op) executes until
{ itsTimeToStop is
Thread. Sl eep(0); true
}
}

@ An important element of any thread is being able to control its termination. We use the

i tsTi meToSt op flag to control the termination of the thread. Initially i t sTi nme-
ToSt op is set to f al se, indicating that the Loop method should continue executing.
To avoid interacting with the variable directly we use a property to manipulate its value.
This is a good practice in general, and very important when dealing with multi-
threaded development. This allows for a higher degree of control.

To create a separate thread of execution we use a thread pool. These are the same steps
we used in listing 1.12.

The Loop method contains a Sl eep statement that pauses execution for half of a
second and then enters a loop where the current thread continually yields its time
slice to the processor. To test the effects of this class on a system, we use a simple console
application. Listing 1.15 contains the code of the console application that creates
instances of the Swi t chi ng class.

usi ng System
nanespace Context Switching

{

class O assl

{
[ STAThr ead]

static void Main(string[] args)

{
RunTest (10); The Runest method
RunTest (5): e RunTest metho
! (5): is called with different
RunTest (3) arameters
RunTest (1) ; P
RunTest (0);
}
static void RunTest(int number Ot Wrkers ) @ Anarrayof
{ Switching class
string howvany; is created
howMany= nunber Of Wor kers. ToStri ng();

long i;
Swi tching[] switcher;
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switcher = new Swi t chi ng[ number OF Wor ker s] ;

for (i = 0;i <switcher.Length ;i++)
{

switcher[i] = new Swi tching();
}

Consol e. WiteLine("Created " + howMany + " workers");

Syst em Thr eadi ng. Thr ead. Sl eep(5000) ;

for (i = 0;i <switcher.Length ;i++)

{
}

switcher[i].TimeToStop = true;

Consol e. WitelLi ne("Stopped " + howvany + " workers");
Syst em Thr eadi ng. Thr ead. Sl eep(5000) ;

@ We call the RunTest method with a different parameter to create a different number
of workers. This demonstrates a varying level of context switching.

® The RunTest method creates an array of Swi t chi ng objects, from listing 1.14.
We then pause the main thread for five seconds. This gives time for the other threads
to execute. After five seconds we set the Ti meToSt op property to f al se for each
Swi t chi ng object.

This program writes the following output to the console:

Cr eat ed
St opped
Creat ed
St opped
Creat ed
St opped
Creat ed
St opped
Creat ed
St opped

10 workers
10 wor kers
5 workers
5 workers
3 workers
3 workers
1 workers
1 workers
0 workers
0 workers

We've reviewed what a context switch is; now let’s examine how we can measure them.

1.3.3 Detecting context switching

The Performance Monitoring program (perfmon.exe) is useful in determining how

many context switches are occurring per second. In Windows 2000 the Performance

Monitoring program is located in the Administrative Tools group under Programs in

the Start menu. Figure 1.4 shows the impact of executing the program in listing 1.9.
The four “bumps” in the graph occurred during the time between when Created

x Workers was written to the console and when Stopped x Workers was written to the

console. Not surprisingly, the execution of zero workers did not produce a bump.
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Measuring the number of context switches that occur per second is a good way of
troubleshooting an application. Figure 1.5 shows how to add the measure to Perfor-
mance Monitor.

The OS determines when a context switch occurs. A thread can give the scheduler a
hint that it has finished performing its operations, but it’s up to the scheduler to deter-
mine if it will perform the context switch.

For more information on context switches, time slices, and thread scheduling, consult
any book that covers the Windows platform.
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1.4

SUMMARY

SUMMARY

This chapter serves as a review of the basic operating system concepts that relate to
multithreaded development. It is by no means an exhaustive discussion but does serve
to introduce the concepts. Understanding the underlying processes and threads is
very important when you’re doing multithreaded development. By being aware of
how the OS interacts with threads you can develop programs that work with the OS
rather than against it. By understanding what causes excessive context switching, you
can develop programs that avoid that performance bottleneck.

In the next chapter we discuss the .NET framework from a multithreaded perspective.
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