ACTIVE DIRECTORY MANAGEMENT

IN A MONTH OF LUNCHES

SAaMPLE CHAPTER

RICHARD SIDDAWAY

/Ill MANNING



Learn Active Directory Management
in a Month of Lunches

by Richard Siddaway

Chapter 6

Copyright 2014 Manning Publications



brief contents

PART 1 MANAGING ACTIVE DIRECTORY DATA .cccevvererecnccnscencens 1

= Before you begin 3

= Creating user accounts 11

= Managing user accounts 26

= Managing groups 37

= Troubleshooting users and groups 53
= Managing computer accounts 64

= Managing organizational units 76

PART 2 MANAGING GROUP POLICY .ccecteeerereeerereecererressncecens 91

= Creating Group Policies 93
= Managing Group Policies 107

= Fine-grained password policies 125

PART 3 MANAGING THE ACTIVE DIRECTORY SERVICE ....cceveeee 139

= Creating domain controllers 141
= Managing domain controllers 155
= Protecting AD data 171



= Security: Default groups and delegation 189
* Managing DNS 205

= Managing sites and subnets 223

= AD replication 244

* Managing AD trusts 260

PART 4 MAINTENANCE AND TROUBLESHOOTING ...cceeeeeeee. 273
= Troubleshooting your AD 275

= Maintaining and monitoring Active Directory 295

= Future work and final exam 311
= Into the cloud 323



Managing
computer accounts

If you were asked “What’s in your Active Directory?” your instinctive answer would
most likely be users and groups. It’s what everyone thinks of because that’s where
the bulk of the work lies. The other big data set is computers.

Every computer that’s part of your Active Directory has an account that has to
be managed. This chapter will show you how to manage all the computers in your
domain with minimal effort—that’s not zero effort, just minimizing the effort.

Why do you need computer accounts in Active Directory? Imagine an organiza-
tion with thousands of users, each with their own desktop computer. This
organization also has 2000 to 3000 servers. Now, you could manage the settings on
all of those machines manually—good luck. A better and easier approach is to use
Group Policy, which we’ll cover in chapters 8 and 9. Using Group Policy requires
the machines to be in your Active Directory. Applications like Exchange require
that the server is in the AD domain.

You already know a lot about managing computers because you learned how to
manage users in chapter 2. Computer accounts in Active Directory are specialized
variants of user accounts, which means you can apply a lot of your existing knowl-
edge (re-read chapter 2 to refresh your memory if required). Everything else will
be covered in this chapter.

Every object in your Active Directory has a lifecycle. I've mentioned this concept
a few times, and make no apologies for the fact that I'm going to keep on mention-
ing it. Working with the lifecycle of AD objects enables you to keep on top of man-
aging the objects, as well as applying some best practices.
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Computer objects have a more limited lifecycle than user objects. The creation
and deletion of the object are the obvious endpoints, but you won’t perform as many
updates to the computer accounts as you do to user accounts. The computer needs to
join the domain, which may happen with a preexisting account, or the account can be
created as the machine joins the domain.

Each computer has a secure channel to the domain controller it authenticates—yes,
computers authenticate as well as users. It happens in the background so you don’t see
it. This channel may, very occasionally, develop problems and need resetting.

As with any object in your Active Directory, the final act is to delete it. Occasionally
you may decide to disable a computer account, but it’s not an action that I've used
very much; however, you’ll learn how to do this for completeness.

The first thing is to create some computer accounts.

There are two main ways to deal with creating computer accounts:

Create the account and then join the computer to the domain.

Create the account as you join the computer to the domain.

Which way is best? It depends on how you create your computers. If you use an auto-
mated system such as Windows Deployment Services, it expects a computer account to
exist. On the other hand, if you build your machines from an image or template, then
you’ll create the account as you join the machine to the domain.

Another advantage to creating the account in Active Directory, known as pre-
staging, is that the account is in the correct OU, so the machine will receive the cor-
rect GPOs as soon as it joins the domain. Also, you can control who can join the
machine to the domain.

Let’s see how to create a computer account.

Creating an AD computer account
Creating a computer account in Active Directory is a much simpler proposition than

creating a user account, primarily because you don’t need to supply as much informa-
tion. As usual, you’ll start by creating a computer account using GUI tools.

Creating a computer account using ADAC

In the examples in this chapter you’re going to create the accounts in the Computers
container. This is the default location for computer accounts, but you can create an
account in any OU.

TIP It’s best practice to keep your computer and user accounts in separate
OUs to make the application of GPOs easier.

You can create an account using ADAC by following these steps:
Open ADAC.
Select the container or OU in which you’ll create the computer account (in this
case the Computers container).
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TASKS ¥ SECTIONS ¥

Computer
Managed By

Member Of

[] Assign this computer account a5  Pre-Windows 2000 computer
[ Protest from accidental deletion

Managed by .Ed 1.... Office:

Phone numbers:

Address:
Main =

Figure 6.1 Creating a computer
account with ADAC. The only
mandatory information is the
computer name, which auto-
[aga.] populates the NetBIOS field as
you enter it. This dialog also
provides options for setting
Protect from Accidental Deletion,
the administrator(s) who will
manage the computer, and the
groups to which it’ll belong.

Choose New from the Tasks menu.

Choose Computer.

The dialog box in figure 6.1 will be displayed.

Add the computer name (the NetBIOS field auto-populates as you type).

Check Protect from accidental deletion.

Click Change to select the users or groups that can join the machine to the
domain.

Add the computer manager if required.

Add the computer to one or more groups if required.

Click OK to create the account.

Creating a computer account with ADUC is a similar process.

Creating a computer account using ADUC

ADUC has a slightly different approach to creating computer accounts, and in one
important point has an advantage over ADAC in that you can add the computer GUID
used by automated deployment systems. You create a computer account in ADUC by
following these steps:

Open ADUC.
Select the container or OU in which you’ll create the computer account (in this
case the Computers container).
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Right-click the container name
and choose New from the context
menu.

Choose Computer.

The dialog shown in figure 6.2
will be displayed.

Add the computer name (the pre-
Windows 2000 name will auto-
populate).

Click Change to modify the user
that can add the
machine to the domain.

Click Next.

The dialog in figure 6.3 will be
displayed.

or group

Choose “This is a managed com-
puter” and add the computer
GUID as required (only if using
automated build systems such as
Windows Deployment Services).
Click Next.

View the summary.

Click Finish to complete the cre-
ation of the computer object.

Pre-Windows 2000 computers

New Object - Computer

}_L Createin:  Manticore org/Computens

Computer name

DL Comp]

Computer name (pre-Windows 2000):

ADLCOMP1

The following user or group can join this computer to a domain.

User or group
Dedaukt: Domain Admins Change.. |

[ Assign this computer account a5 3 pre-Windows 2000 computer

Figure 6.2 Creating a computer account with
ADUC. Add the computer name

(the pre-Windows 2000 name will
auto-populate). Click Next.

Managed ||

Manticore ong/Computers

:é& Create in:

If you are creating a computer account for a managed computer, selact the
check box below, and then type the computer’s complets GUID. The GUID
mary be found in the system BIOS or posted on the computer case.

[™ This s a managed computer

[ <Back ][ Met> | [ canced |

Figure 6.3 Adding a computer’s GUID in ADUC.
Click Next to continue.

In the dialogs for both ADAC and ADUC you’ll notice the option to assign this computer

account as a pre-Windows 2000 computer.

Ignore it!

This option exists to allow AD to be aware of pre-Windows 2000 systems and interact
with the client software that allowed the user (but not the computer) to authenticate
against Active Directory. Because those operating systems are all out of support, it’s
unlikely you'll see them in your environment.
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Creating computer accounts with GUI tools is great for the once-in-a-while activity, but
if you need to create lots of computer accounts, you need to use PowerShell.

Creating a computer account using PowerShell

One of the great advantages of ADAC is that it’s built on top of PowerShell. The ver-
sion released with Windows Server 2012 shows you the PowerShell commands it used
to perform the actions you’ve initiated in the GUI This is illustrated in figure 6.4,
which shows the PowerShell generated when you created the computer account in fig-
ure 6.1.

The code that ADAC generates can be overly verbose. A simplified version
would be

New-ADComputer -Enabled $true -Name ADLComp3
-Path "CN=Computers,DC=Manticore,DC=org"
-SamAccountName ADLCOMP3
You can also set a number of other properties, such as who manages the computer
account and the operating system information (completed automatically when the
machine joins the domain). PowerShell really comes into its own when you need to
create multiple accounts, which you’ll see in the lab.

The other way to generate a computer account is to create one as the system joins
the domain.

B e T [= o sa|

| Manage  Help

Ei Active Directory.. ¢ Computers (2) Tasks
= Filter 2 v (A 2 |8
B8 overview ADLComp! P
Mame - Type Descripbion Reset account...
Campunirs = ADLCompl Computer Add to group =
B Oyromic Access Contral~ » = ADLCamg2 Computer Disable
Delete
10 Giobal Search
Move..
ADLComp1 —~ Properties
P -
WINDOWS POWERSHELL HISTORY )
Search » Copy StartTask EndTask Clear All Show All  Help
Cmadlet Tirne stamp ad

@ New-ADComputer 03/01/2013 14:4305

-Enabled:Strue -Name"ADLComp2” -Path:"CN=Computers DC=Manticore D zorg” -SamAccountName:"ADLCOMP2® -Server"SER..

Figure 6.4 PowerShell command to create a computer account. The Windows PowerShell History
window is normally minimized. You open it by clicking on the upward-pointing arrow at the bottom-right
corner of the ADAC GUI.
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Joining a computer to the domain

By default, any user can join 10 computers to the domain. This is normally thought to
be a bad idea, and most organizations use Group Policy to limit who can join a com-
puter to the domain.

A number of prerequisites needs to be in place before you can join the computer
to the domain:

The machine should be configured with the address of at least one DNS server
that manages the DNS zone for your Active Directory.
You need local administrator permissions on the machine.

You need the account name and password of a user account that has permis-
sions to join the machine to the domain.

Ideally, the machine should have been renamed to the name you want it to have
in Active Directory.

You can join a computer to the domain using a GUI tool or through PowerShell.

Using GUI tools to join a machine to the domain

Using GUI tools is the traditional method of

joining a machine to the domain. The proce-
. . “You can change the name and the membership of this
dure involves the following steps: compuler. Changes might affect acosss to netwodk resources.
Open Control Panel.
Computer name:
Choose System. RSLAPTOPO1
Choose Advanced System Settings. il e
RSLAPTOPO1
Choose Computer Name.
Choose Change. Member of
The dialog shown in figure 6.5 will be ® Doman:
. marticors|
displayed. O Workgop:
Choose the Domain button and supply a WORKGROUP
domain name. : ,
oK Cancel
Click OK.

You’ll be prompted for the name and password  Figure 6.5 Dialog to add a computer to
of an account with permissions to add the com-  the domain

puter to the domain. Supply the data and click

OK. You’ll see a message welcoming you to the domain and prompting you to reboot.
The reboot is required. The machine will not function as part of the domain until the
reboot has occurred. The computer account will be created in the default location,
usually the Computers container.

TIP If you're running a system with PowerShell v3, you can display the Con-
trol Panel System applet using this PowerShell command:

Show-ControlPanelItem -Name System

The alternative approach is to use a PowerShell cmdlet.
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Using PowerShell to join a machine to the domain
The following code can be used to join a machine to the domain:

$cred = Get-Credential
Add-Computer -Credential $cred -DomainName Manticore °
-OUPath "OU=Security Servers,OU=Servers,DC=Manticore,DC=org" -Force
Restart-Computer
The Get-Credential cmdlet displays a dialog box for you to enter a user ID and pass-
word. Make sure that you enter the user ID in the domain/user format. The password
will be masked as you enter it. The Add-Computer cmdlet needs the name of the
domain and the credential. The OUPath is optional but useful, because it controls
where the account is created and saves the work of moving it later. The -Force param-
eter suppresses the conformation prompt, which is the best way to proceed in a script.
The final command, Restart-Computer, performs the reboot.

Once your machine has been added to the domain, it communicates across a
secure channel with the domain controller. That channel may need to be tested if
you’re having issues with the machine.

Managing the secure channel

All computers (Windows 2000 and later) in an AD domain communicate with a
domain controller. They authenticate over that channel every time the machine is
restarted.

A password is used to authenticate the machine. This password is automatically
reset every 30 days—you don’t have to do anything, it just happens. The secure chan-
nel is a robust mechanism and usually doesn’t go wrong.

This doesn’t mean that it can’t go wrong. Sometimes you’ll see problems that man-
ifest when you try to log on:

You receive a message that states no logon servers are available.

You receive a message that Windows cannot connect to the domain because a
domain controller isn’t available.

You receive a message that your computer account wasn’t found.

The exact wording will depend on your version of Windows. All of these messages
mean that the secure channel between the computer and the domain has become
corrupted. This can happen in a number of scenarios:

A desktop machine has been switched off for more than 30 days, which is com-
mon in classroom scenarios.

A user has had extended leave and their machine hasn’t been switched on.

A spare laptop has been kept in a cupboard and not used.

A preconfigured server was started for the first time more than 30 days after
configuration.

A virtual machine hasn’t been started for an extended period, which is very
common in lab environments.



Managing the secure channel 71

These scenarios all have one thing in common: the machine hasn’t been connected to
the domain for more than 30 days, so the password on its secure channel has expired.
The domain controller doesn’t recognize the password and therefore won’t authenti-
cate the machine.

There are a few ways to fix this problem:

Remove the machine from the domain and rejoin it to the domain.

Choose the computer object in ADAC. Choose Reset Account from the Task
menu. A confirmation request will be displayed and the reset will occur.
Right-click the computer object in ADUC and choose Reset Account. A confir-
mation request will be displayed and the reset will occur.

Using ADAC or ADUC to reset the account results in you having to remove the
machine from the domain and rejoin it back to the domain. This requires a number
of reboots and is very time-consuming.

None of these options provide a way to test that the secure channel is the cause of
the problem. A simpler approach is to use the PowerShell Test-ComputerSecure-
Channel cmdlet, as shown in figure 6.6.

The command Test-ComputerSecureChannel performs the test. Use the -Verbose
parameter for more output. A value of False is returned if the secure channel is cor-
rupted (a return value of True indicates the channel is good). The cmdlet can be
rerun with the -Repair switch to reset the password and repair the secure channel.
These options are shown in figure 6.6.

Alternatively, you can test and fix in one go:
if (-not(Test-ComputerSecureChannel)) {

Test-ComputerSecureChannel -Repair -Verbose

}
The only drawback here is that you don’t get any feedback if the channel is good.

& Chscripts [=[ol=T

[Copyright (C) 2012 Microsoft Corporation. All rights reserved.

PS> Test-ComputerSecureChannel

rue

PS> Test-ComputerSecureChannel -Verbose

/ERBOSE: Performing operation "Test-ComputerSecureChannel” on Target “W125TANDARD".

VERBOSE: The secure channel between the local computer and the domain Manticore.org is in goed condition.
PS> Test-ComputerSecureChannel -Server server@l.manticore.org

: The secure channel between the local computer and the domain Manticore.org is in geod condition.
PS> Test-ComputerSecureChannel -Repair

PS> Test-ComputerSecureChannel -Repair -Verbose

ERBOSE: Performing operation "Test-ComputerSecureChannel” on Target “W12S5TANDARD".

rue

/ERBOSE: The secure channel between the local computer and the domain Manticore.org was successfully repaired.
PS>

Figure 6.6 Using Test-ComputerSecureChannel
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Testing and repairing the secure channel with PowerShell has one great advantage:
you don’t have to remove the machine from the domain and then rejoin it, which is a
huge timesaver.

There isn’t much more you can do for a computer account. It’s worth setting a
description on your servers—use the techniques you leaned in chapter 3, but use Set-
ADComputer’s -Description parameter. Computer objects in Active Directory are low-
maintenance, but they do have a finite lifecycle and eventually need to be deleted.

Deleting a computer account

Deleting a computer account is the last step in the object’s lifecycle. There are a few
reasons for deleting an account:

The computer is no longer required.

The computer has been rebuilt with a new name.

The computer has been removed from the domain and the account wasn’t
deleted automatically.

Discovering computer accounts to delete usually happens in one of two ways. Either
you know you need (or are told that you need) to delete the account because of other
activities taking place, or you run a regular test to discover computer accounts that
may need deleting.

You can run the following PowerShell snippet to discover inactive (haven’t logged
on to the domain) computer accounts:

Search-ADAccount -AccountInactive -ComputersOnly |
Format-Table Name, DistinguishedName, LastLogonDate, ObjectClass -Autosize

There are some drawbacks to this:

The time period after which the account is deemed to be inactive isn’t defined.
It takes no account of which domain controller is contacted.

In my testing it also returns managed service accounts.

The last point needs a bit more clarification. Using Search-ADAccount -Account-
Inactive returns user and computer accounts. Adding the -UsersOnly switch returns
just users, excluding managed service accounts. I suspect that the -ComputersOnly
switch tells the cmdlet to return all accounts that aren’t users; unfortunately, this also
includes managed service accounts.

You can fix all of the issues by defining an explicit timespan that accounts for AD
replication and also filtering out managed service accounts:
Search-ADAccount -AccountInactive -ComputersOnly -TimeSpan "90:OO:OO"|
where ObjectClass -eqg "Computer" |
Format-Table Name, DistinguishedName, LastLogonDate, ObjectClass -Autosize
This will search for computer accounts that have been inactive for 90 days—the time-
span is read as days:hours:minutes. A filter only allows computer objects through:

where ObjectClass -eq "Computer"
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The code completes by displaying the selected properties in a table. Now that you
know which computers have inactive accounts, how do you delete them?

TIP If for some reason a domain controller appears on your list, investigate
carefully before deleting it. GUI tools in Windows Server 2008 R2 and Windows
Server 2012 remove the other references in Active Directory to the domain
controller if you delete the computer object, butin earlier versions of Windows
you need to clean up the domain controller references (see chapter 11).

If you only have one or two computer accounts to delete, you can find them in Active
Directory (using either ADAC or ADUC); right-click the object and choose Delete.
You’ll get a message box asking you to confirm the deletion. Click Yes to delete and
No to cancel the action.

In a situation where you have many objects to delete, this can be achieved using a
PowerShell script:
Import-Csv -Path C:\Scripts\ADLunches\computersTodelete.txt |
foreach {

Remove-ADComputer -Identity $_.Name -Confirm:$false

}
The computer names are in a file. The names are passed to Remove-ADComputer,
which performs the deletion. This technique is covered further in the lab section.
Remove-ADComputer can also be used to delete individual accounts.

This concludes your lesson on computer accounts—time for some lab work.

Lab

This lab contains exercises based on the computer object lifecycle. You’ll practice cre-
ating, managing, and deleting computer accounts.

Create computer accounts
Try creating the computer accounts shown in the figures and code snippets in section

6.1, using the instructions provided. The accounts are all created in the Computers
container. The names are

ADLCompl

ADLComp?2

ADLComp3
The computer name and pre-Windows 2000 (samAccountName) should be identical.
It’s possible for them to be different, but there’s no good reason to do so. The

accounts should be created in an enabled state. Do you have to do anything in the
GUI to achieve this?

Create computer accounts in bulk

Creating accounts in bulk is required if you have a large number of servers coming
online or if you’re performing a desktop refresh. This task is easiest performed using
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PowerShell. Create a CSV file with the computer name and the description. An exam-
ple would be

Name, Description

ADLComplO, "Test Machine for AD Lunches"

ADLCompll, "Test Machine for AD Lunches"

ADLCompl2, "Test Machine for AD Lunches"

The file can have a CSV or TXT extension. You can use code like this to create the
computer accounts:

Import-Csv -Path C:\Scripts\ADLunches\computers.txt |

foreach {

New-ADComputer -Enabled S$true -Name $_.Name

-Path "CN=Computers,DC=Manticore,DC=org"

-SamAccountName $_.Name

-Description $_.Description -PassThru

}

Try creating a file and running the code. How could you alter the code so that
accounts were created in different OUs?

Searching for computer accounts

There’s some useful information stored in the computer account object. You can
search on this information. Try these searches and view the results. Hint: you’ll need
to modify the computer names for your environment.

FIND ALL COMPUTERS

This will display all computers in your Active Directory:
Get-ADComputer -Filter * | select Name, DistinguishedName
FIND A SPECIFIC COMPUTER

Use this snippet to view all the properties of a specific computer:

Get-ADComputer -Identity dc02 -Properties *

FIND A SPECIFIC OPERATING SYSTEM
This displays all computers with a Windows Server 2012 operating system:

Get-ADComputer -Properties *
-Filter "OperatingSystem -like '*Server 2012*'" |

select Name, DistinguishedName

How could you modify this for other operating systems? Hini: try using this to see the
OS versions present in your AD.

Get-ADComputer -Properties * -Filter * | select OperatingSystem -Unique

Examine the full list of properties for a computer object. How can you filter on the
service pack as well as on the operating system?

FIND EXPIRED ACCOUNTS

Search-ADAccount -AccountInactive -ComputersOnly -TimeSpan "90:OO:OO"|
where ObjectClass -eqg "Computer" |

Format-Table Name, DistinguishedName, LastLogonDate, ObjectClass -Autosize
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Modify the timespan to determine the optimum for your environment. Could you
change this to find disabled computer accounts?

Managing the secure channel

Pick a computer (noncritical) from your environment and log on to it. Use the Power-
Shell commands from section 6.3 to test and reset the secure channel.

Reset the account from GUI tools. What happens to the computer account? Rejoin
the computer to the domain.

Deleting computer accounts

You created three computer accounts in section 6.5.1. Delete those three accounts:
ADLCompl—delete with ADAC
ADLComp2—delete with ADUC
ADLComp3—delete with PowerShell

Take some of the computer names you used for bulk creation in section 6.5.2 and cre-
ate a CSV file like this:

Name

ADLComp21
ADLComp22
ADLComp23
ADLComp24

Use the bulk deletion code to remove those accounts:

Import-Csv -Path C:\Scripts\ADLunches\computersTodelete.txt |

foreach {

Remove-ADComputer -Identity $_.Name -Confirm:S$false

}

Is there a way to make this any safer? How would you change the code so you con-
firmed each deletion?

Ideas for on your own

Managing computer accounts is not as big a task as managing user accounts, but you
can make your life more efficient by adopting some automation. Here are some ideas
to build into your administration work cycles:

Use the scripts in this chapter to create a mechanism for removing expired
accounts. Hint: make it a two-stage process to find the expired accounts and
examine them to determine which to delete. Then perform the deletion.
Create a process for the bulk creation of computer accounts.

Create a script that tests the service-pack level of your computers. You can then
proactively start reporting which machines need to be service packed.

This concludes our examination of computer accounts. Next, we’ll look at organiza-
tional units.
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