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I ask Jay if he recalls an aftershave commercial from a few years back where a man gets
a crisp slap on the face but responds by saying, “Thanks, I needed that!” I tell him
that’s how I feel whenever the subject of SOA security comes up. It’s a slap of cold,
hard reality that wakes us up to the kinds of serious challenges we have to overcome to
fulfill the vision of the SOA. Indeed, from this point on the book deals with the prag-
matic but crucial considerations brought on by developing and implementing an SOA
in real life. Yet, we should welcome the slap on the face. We need to know what stands
in our way. So now that we have spent eight chapters building up the SOA, we have to
look at a very real and troubling issue that has the potential to be a “showstopper” for
the entire trend: security. 

Although the IT community is embracing service-oriented architecture because of
its promise of efficiency and improved IT management, security problems are causing
many to proceed slowly, or not at all, with SOA implementations. Security has always
been a concern for IT managers at large companies. Major systems have typically
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been designed to protect against unauthorized use, intrusion, and viruses. Today,
however, the issue has taken on even more seriousness in the wake of terrorist attacks
and global viruses. 

While SOA security concerns abound, virtually all IT managers are realizing that
they must soon identify and implement security solutions for SOAs because their
developers are exposing applications as web services using the new generation of devel-
opment tools. A pressing need exists, therefore, to solve the security risks in the SOA. 

9.1 RISKS OF LOOSE COUPLING

The SOA’s inherent security problems stem from the ways in which the SOA replaces
traditional security parameters with new, open standards. The security problem is
twofold in that not only are the new standards completely open—no one owns
them—but they were also developed without security in mind. Web services were
developed over a period of years by industry consensus as a way to, among other
things, enable the creation of reusable code, simplify development, and streamline
system integration. While these goals were met, the open standards that emerged have
not yet fully addressed security. Specifically, XML, SOAP, WSDL, and UDDI are open
standards that enable the transmission and description of data and procedure calls
between systems. However, none of these open standards contain any inherent secu-
rity aspects of their own. If left alone, they are completely nonsecure. In fact, web ser-
vices were designed to be able move efficiently through firewalls. This very loose
coupling actually decreases their usability in this regard. In the past, a company’s own
employees could hardly access needed data, let alone the “bad guys.” Now, with open
standards, any 12-year-old with an Internet connection can access openly exposed
transactions as readily as your authorized personnel. 

To illustrate the security problems inherent in SOAs, let’s look at the example of
a supply-chain management process that involves a manufacturer and three vendors.
Figure 9.1 represents the traditional B2B security environment. Each trading partner
communicates with the manufacturer using a private network. Encryption may be
used, but the manufacturer and vendor can both be fairly confident that their com-
munication is private. Authentication (the user is who he says he is) is coded into the
application, so the manufacturer can be relatively confident that Vendor A is actually
Vendor A. Authorization (the user is allowed to use the system) is coded into the
applications themselves as well as being handled by the security infrastructure of the
entity originating the transmission. 

Though secure, this traditional setup is costly and complex to maintain. Modifi-
cations to the manufacturer’s application will automatically require custom revisions
to the vendor’s application or else they will not be able to communicate. Flexibility
in extending the functionality of these connected applications is limited to the
amount of custom interface development that each trading partner wants to finance. 

If the manufacturer and its vendors decide to expose their applications as web ser-
vices in an SOA, depicted in figure 9.2, they benefit from greatly increased flexibility
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but face security risks. Applications developed in this environment have numerous
potential functional advantages over the traditional model, including “pulling” order
data out of the system based on anticipated demand. Unfortunately, however, the
SOA shown in figure 9.2 also contains a variety of security risks. Let’s look at each of
these risks in turn.

9.1.1 Machine to machine 

To get a good grasp of SOA security issues, it important to understand that most secu-
rity infrastructure is geared to human-to-machine interactions while web services
involve scalable machine-to-machine interaction. Until recently, the majority of
attention and product development has been given to the fairly well-understood
human-to-machine web access space. This includes products that provide identity

Figure 9.1 Traditional security arrangements in an architecture that 

connects a manufacturer and its suppliers might involve a separate 

firewall and proprietary security interface for each system. 

Figure 9.2 This is an unsecured SOA version of the EA shown 

in figure 9.1. It is completely open, and as a result is vulnerable to 

security problems related to authorization, authentication, privacy, 

integrity, and auditing.
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management and single sign-on (SSO) solutions for users accessing systems via a web
browser. The machine-to-machine interactions have received less attention, relying on
their essential obscurity, a network security apparatus, or a binary security mechanism
such as super-user access or key exchange, both of which are typically embedded in
the applications themselves. 

The reason for this is simple—the majority of applications were monolithic,
thereby minimizing the number and complexity of machine-to-machine interactions.
If organizations begin deploying an SOA without giving due consideration to alterna-
tive security mechanisms, unauthorized users may find it simple to penetrate and
evade detection because the systems are now directly exposed in a standards-based
manner and the security mechanisms used are either nonexistent or very simple and
“large-grained.” When we refer to a system as being large grained, we mean that its
ability to discern subtle differences in security situations is limited. Figure 9.3 illus-
trates the contrast between the human–to-machine communication in a traditional
security environment and the increasingly common machine-to-machine communi-
cation in the SOA that causes so many security issues.

9.1.2 Authorization and authentication

In the traditional security model, the system’s security apparatus, such as a firewall or
virtual private network (VPN), screens out unauthorized (human) users. However, an
SOA demands that the architecture be more flexible and open to access from multi-
ple systems to facilitate reuse and composition of new applications. If the systems are
exposed as services but a new security mechanism is not enforced, a hacker could
configure a machine to impersonate a vendor’s system and make erroneous or fraud-
ulent service calls. Because of the large-grained nature of the security mechanism, the
manufacturer has no way of knowing that the machine requesting the user of the

Figure 9.3 Contrast between human-to-machine and machine-to-

machine communication. In most machine-to-machine scenarios, 

security is more coarse-grained than in human-to-machine 

interactions. The result is a less secure infrastructure.
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web service is neither authorized nor authenticated. Figure 9.4 illustrates the struc-
ture of this risk. Obviously, unauthorized use of a mainframe computer is a serious
security breach.

Authentication, the process that verifies identity, is a distinct issue but one that is
related to authorization. In authorization, you establish whether a particular user has
the permission to proceed with the task it is requesting. In authentication, you prove
that the user is actually the user it claims to be. In the unsecured SOA, achieving reli-
able authentication is difficult. In the example shown in figure 9.4, the unauthorized
machine user might also be faking its identity. 

9.1.3 Privacy and integrity

Privacy, the ability to conduct business without unwanted eavesdropping, and integ-
rity, the ability to have confidence that messages are not modified in transit, are major
factors in IT security. As we have seen in numerous incidents, hackers and others
often listen in on message traffic and modify those messages for purposes of mischief
or crime. An infrastructure that cannot guarantee a high level of privacy and integrity
is not adequately secure. 

In an unsecured SOA, as shown in figure 9.5, an unauthorized machine can inter-
cept and “listen in.” This unauthorized SOAP-intercepting machine can pass the mes-
sages along to other unauthorized users for the purpose of fraud or malicious
mischief. For example, if the manufacturer were making something related to
national security, then it would be concerned that information about inventories,
delivery dates, materials and so on would fall into the wrong hands. The unauthorized
SOAP-intercepting machine can also modify the SOAP message in transit and deliver

Figure 9.4 In the unsecured SOA, the often coarse-grained security 

mechanisms of machine-to-machine interaction raise the risk of 

unauthorized use of web services.
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a false message to the requesting machine. Therefore, the potential for fraud and mis-
use in this scenario is great. 

This scenario highlights the need for encrypting the SOAP messages between sys-
tems. In the past, this has typically been handled by a network security apparatus like
a VPN. However, due to the open and distributed nature of an SOA, it quickly
becomes impossible to secure each machine-to-machine interaction in this manner.
In the absence of SOAP encryption, an intercepted SOAP message can be understood,
literally, by everyone. SOAP was designed to be universally understood, so a SOAP
message can be received by a legitimate user or hacker without any distinction.

9.1.4 Flooding

With an unsecured SOA open to all comers, malicious, unauthorized users can “flood”
it with service requests and render it inoperable. In the same way that hackers brought
down such websites as Amazon.com with bogus requests, a malicious, unauthorized
user can bring about a denial of service (DoS) attack on an unsecured SOA. Figure 9.6
illustrates this risk. One factor that makes the risk of DoS very serious is the inability
of the SOA to monitor or assure the service levels of its web services. (A web service’s
service level is a defined measurement of the web service’s performance. For example,
a web service might have to adhere to a service level of responding to a SOAP request
in 10 milliseconds.) If hackers attack, the unsecured SOA has no inherent way of tell-
ing if it is being overloaded. The unsecured SOA cripples the ability of system admin-
istrators to identify and respond to security problems in a timely manner.

9.1.5 Auditing 

An audit log is a fundamental tool of IT security. To examine security performance
and diagnose security problems, security personnel must have access to accurate logs
of system behavior. The unsecured SOA has no message and transaction logging
mechanism. After a service has been invoked, there is no way to determine who has
used the service and from where the request originated. As a result, no audit trail exists

Figure 9.5 Unauthorized interception, rerouting, and modification of 

SOAP messages in a nonsecure SOA
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that can be used later to investigate possible breaches in security; there is no way to
determine who has done what and at what time. 

9.2 LAYERS OF SOA SECURITY 

From another perspective, each aspect of SOA security outlined above should be
addressed as a separate layer of security. In my discussions with clients, I have found
the following three conceptual categories to be quite helpful in sorting out the major
challenges in securing an SOA. If you engage in a discussion of security with a vendor,
partner, or colleague, you may hear security issues referred to in this framework.
Before we look at actual SOA security solutions, let’s go over security policy, message-
level security, and governance.

9.2.1 Security policy and provisioning

Security policy refers to the issues that arise around authentication and authorization.
In general terms, any SOA security discussion is going to have a component of security
policy. Who is allowed to use the web service, and who is not? How can you establish
the identity of a user (or a machine that functions as a user)? How can you systemati-
cally manage the policies that you have created for security? For example, you might
set a policy that all users with the role of VP can use a specific web service. How do
you enforce that policy? Another way you may hear this question is in terms of “pro-
visioning”—that is, who will be provided with a specific web service. Many vendors
and analysts talk about provisioning issues and systemic provisioning capabilities.

9.2.2 Message-level security

Message-level security is a group of technology issues that relate to the integrity of the
actual web service that is traveling across the network. Message-level security is the

Figure 9.6 Unauthorized “flooding” of web service requests in an 

unsecured SOA
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necessary other half of security policy. Think about it: It’s all well and good to ensure
that only authorized and authenticated users are accessing web services. However, you
also want to be able to ensure that the web services they are using provide accurate
information that has been neither tampered with nor eavesdropped on without
authorization. Not only is this good business, it’s also becoming part of the law in
such areas as privacy and regulatory compliance. Message-level security, which
involves such technological functions as encryption, keys, certificates, and signatures
(more on this in section 9.3.5), tackles the challenges of securing the specific web ser-
vice interaction from meddling and eavesdropping.

9.2.3 Governance 

At a high level, we have governance. Governance addresses how enterprise IT systems
are run by people who report to corporate boards and answer to auditors. Governance
refers to the broad combination of security policy, provisioning, message-level secu-
rity, corporate IT policies, human resources (HR) policies, compliance, and other
administrative aspects of managing enterprise IT. Governance affects many areas of IT,
and with SOA, governance has particular relevance for security. In the age of Sar-
banes–Oxley, corporate boards and auditors are quite interested in knowing that the
information they use to run the company is drawn from IT systems of high integrity.
The goal of SOA security in the context of governance is to provide assurance that the
SOA can deliver verifiable data that will stand the test of an audit.

9.3 SOLUTIONS TO SOA SECURITY

Now that we’ve been “slapped in the face” by security concerns in the SOA, and said
“Thanks, I needed that!” it’s time to look at some possible solutions to these chal-
lenges. The short answer for SOA security problems is that you need to buy or develop
a security solution for your SOA. The long answer, which follows, is quite subjective
and complex. The goods news, however, is that most major security issues in the SOA
can be resolved by a correctly designed SOA security solution. The solution itself may
consist of a number of sub-solutions, each dealing with a certain aspect of SOA secu-
rity. Depending on your needs, and the existing security infrastructure, you will prob-
ably require a specific set of solutions that might differ from those of another entity. 

Let me repeat my earlier disclaimer: It is my goal here to give you a way to evaluate
how security may affect your SOA planning. I am a vendor of SOA security products.
And yes, you may detect some bias on my part for one solution approach over
another. At the same time, you should be aware that I compete with many other com-
panies that also approach SOA security in the same manner as I do. In effect, the mar-
ket has validated some approaches to SOA security more than others. 

9.3.1 SOAP message monitoring

SOAP message monitoring based on SOAP interception is one way to build the founda-
tion of an effective SOA security solution. SOAP interception involves placing a special
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piece of software called a “SOAP interceptor” in the path of the SOAP messages that
travel back and forth between a web services consumer and a web service. Because of
their ability to digest, monitor, copy, and forward the data-rich SOAP messages, SOAP
interceptors figure very prominently into SOA security. As shown in figure 9.7, an
SOA security solution “watches” the SOAP invocation messages approaching the web
service as well as the responses to those service calls. When it “sees” a message, the SOA
security solution checks to make sure that the requesting entity is authenticated and
authorized to use the web service. The SOA security solution accomplishes this by
checking the user data contained in the SOAP message header.

In most cases your SOA security solution will be augmenting an existing security
solution that you deployed to secure your entire enterprise before beginning transi-
tioning to an SOA. In all likelihood, as a result, your SOA security solution will have
to connect to and communicate with the existing security infrastructure. As shown in
figure 9.7, the authentication and authorization of users on the SOA occurs when
their credentials are checked with the enterprise’s database of authorized users.
Authentication and authorization are achieved by intercepting the SOAP messages
and comparing the users listed in the message header with those users stored in the
existing security infrastructure. 

9.3.2 SAML and federated authentication

What happens when you need to authenticate and authorize SOA users who come
from outside your enterprise? The openness of the SOA makes this scenario more likely
than it has been in the past. You may be faced with the challenge of figuring out who

Figure 9.7 A SOAP interceptor monitoring SOAP messages serves as a 

foundation for security in this SOA. The SOAP interceptor analyzes the user 

identities contained in the headers of the SOAP messages it monitors and 

compares them with those names stored in the existing security 

infrastructure. The result is authentication and authorization of SOAP 

message senders and receivers.
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is who, amid a group of users for whom you have no record in your existing security
infrastructure. To deal with the security challenges inherent in securing third parties,
an SOA security solution can utilize federated authentication. Federated authentication
is a process by which multiple parties agree that a designated set of users can be authen-
ticated by a given set of criteria. Users of the federated authentication approach can
create a Federated Identity Management System, which is a sort of pool, of authenti-
cated users. The SOA security solution can authenticate a user by checking with the
Federated Identity Management System. In other words, a “federation” of systems,
communicating with one another, can agree that certain individuals are okay. 

In some cases, the authentication process will result in the SOA security solution
creating a Security Assertion Markup Language (SAML) assertion that expresses the
authenticity of the user in a way that will be accepted by the web service that the user
is invoking. SAML is an XML-based standard that provides a framework for describing
security information about a user in a standardized way. WS-Security is the name
given to the set of security standards that have been ratified to date. Many SOA secu-
rity solutions take advantage of these emerging security standards. As shown in
figure 9.8, the SOA security solution can intercept the SOAP message, and then route
it through an authentication process wherein the user is authenticated. Then, the SOA
security solution passes the SOAP message along to the destination web services, but
with a SAML assertion tacked on. Note: SAML assertions do not rely on federated
authentication processes. 

Figure 9.8 To use federated authentication in SOA security, the SOAP 

interceptor must forward an incoming SOAP message to a security solution 

that checks the identity of the user contained in the SOAP message header 

with the users listed in the federated authentication database. Once 

approved, the SOA security solution creates a security “assertion” that the 

user has been authenticated in a Security Assertion Markup Language 

document that is appended to the SOAP message as it travels to the web 

service it was intended to invoke.
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9.3.3 Application proxy 

One highly effective way to protect the security of core systems is to avoid letting any-
one reach the service hosting platform. This can be done by deploying a proxy for the
web services within your SOA. As shown in figure 9.9, a secured proxy can receive and
respond to all web service requests on behalf of the actual web services, and is there-
fore protected from malicious intent. An added advantage of the proxy approach is its
ability to reduce the load on the enterprise’s security infrastructure. Instead of gener-
ating a lot of message traffic across the network to authenticate and authorize each
user every time it wants to invoke a web service, the proxy reduces the traffic by cen-
trally managing and caching the authentication and authorization of web service
requests. The proxy also inserts the authentication and authorization SAML assertions
into the message, thereby eliminating the need for the actual web service instance to
query the security system directly. 

9.3.4 Contract management 

We’ll spend a lot more time on this subject in the next chapter, but contract manage-
ment, which is primarily an SOA management issue, also plays a significant role in
SOA security. A contract is a set of rules that governs the use of a web service. For
instance, a contract might stipulate that a particular user has the right to invoke a spe-
cific web service ten times per day. And, upon invocation, the service level must meet
certain parameters, such as a one-second response time. 

In security, contracts are helpful in determining whether the SOA is functioning
properly or whether it is being misused due to a security breach. As shown in
figure 9.10, the SOAP interceptor sends the web service request and response data to
the SOA security solution, which then calculates whether the contract has been met
or broken. If a security problem, such as a DoS attack, has slowed a web service to
the point where it is not meeting its contractually agreed-upon service levels, the
SOA security solution can alert management that there is a possible problem. Of
course, a severe enough attack could bring the whole network to a halt, but the

Figure 9.9 The web service proxy helps secure an SOA by handling the 

SOAP message traffic, reducing the load on the enterprise’s security 

infrastructure and protecting the web service from malicious use.
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security solution would at least have the capability of issuing a notification that
something is wrong.

9.3.5 Certificates, keys, and encryption

Over the years, the IT world has embraced a number of message-level security tech-
niques involving cryptography. Now, you can apply these same techniques to your
SOA. These processes, involving digital signatures, certificates, keys, and encryption,
can play a role in securing your SOA. A quick disclaimer here: One could easily write
a book or even several books about each of these four security techniques. Please look
at this section as a brief overview of encryption-based security as it relates to the SOA.

If you want your SOA to have robust security, where you are confident that the
users of your web service are properly authenticated and that the information flowing
back and forth between web service and their invoking applications is not read by
unauthorized people, then you will almost certainly need to apply the powerful tool
of public/private key encryption to your SOA security solution. A key is a large num-
ber (humongous, really—hundreds of digits) that has certain special mathematical
properties. Though they come in different shapes and sizes, the essential property of
a key is that it can be uniquely connected with another key. That is, when one key
meets its unique counterpart, they both say, “Oh, it’s you, my unique counterpart…
and no one else.” 

The unique key pairs serve two basic functions: 

• Because they are unique, they are a very powerful authentication tool.

• Because of their mathematical properties, they can be used to create unique,
impenetrably encrypted messages that can only be “read” by a user who has
both of the unique, matching keys in the pair. 

Figure 9.10 The SOA security solution monitors service levels and 

sends an alert when a security problem has caused a web service to miss 

its contractually set service level.
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Here’s how it works when two users want to exchange encrypted information: User A
creates a unique pair of keys. He then keeps one hidden within his own system (the
“private key”) but posts the other key (the “public key”) at a location on the network
where User B can access it. User B then takes the public key and uses it to encrypt the
information he wants to send to User A. How this is actually done involves so much
math that I get a headache just thinking about it, but basically the public key and
message data are run through an encryption algorithm that produces an encrypted file
that is impossible to open without the private key. User B then sends his encrypted
message to User A, who uses the private key he hid at the beginning of the process to
“unlock” the encrypted data. The bottom line is that User A is the only person in the
world who can unlock the encrypted data because he has the unique matching key to
User B’s public key. 

Now, if you’re paranoid like I am, you might be thinking, great, but how does
User A know that User B is actually User B? What if someone hacked into the system
and found the public key that User B was meant to use? To answer this valid ques-
tion, a number of entities have come into existence that assure the authenticity of spe-
cific users and grant them digital certificates that attest to their authenticity. These
entities are known as certificate authorities (CAs). A well-known example of a CA is
VeriSign, which issues certificates for use in e-commerce transactions. 

Thus, an SOA security solution that uses keys, encryption, and certificates to
enforce privacy and authentication might resemble the one in figure 9.11. In our
manufacturer example, the vendor system wants to send a SOAP message to the man-
ufacturer’s web service. To make this possible, the manufacturer has to first send a
public key to a CA. The vendor system then requests a certificate from a CA. The cer-
tificate that the vendor receives contains the public key that matches the private key
residing on the manufacturer’s system. The vendor then uses the certificate’s public
key to encrypt its message and transmits it to the manufacturer. However, as in the
previous examples, the SOA security solution intercepts the message and checks the
validity of the certificate with the CA. This serves to authenticate the vendor’s iden-
tity. Only after this authentication has been completed does the encrypted SOAP mes-
sage travel to the manufacturer. Once there, the manufacturer uses its private key to
decrypt the message and process it. 

If you think this sounds like a lot of work just to send a message, you’re right.
Security in the SOA, as in other areas of IT, creates a lot of “overhead.” Each message
has to travel to several places before it reaches its destination. Certificate files can be
large and taxing to network infrastructure, and the whole process tends to slow down
performance. Still, it is an unfortunate necessity. 

9.3.6 XML encryption

To preserve the openness of your SOA while instituting tight message-level security
standards, you will probably want to use XML for your encryption. When the SOA
security solution uses a key to encrypt a message, it transforms the message into a
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piece of XML that is encrypted. The message is in XML format, but the content is not
apparent because it is hidden through the use of an encryption algorithm. The benefit
is that the system that receives the message can accept it, decrypt it, and process it as
XML without relying on custom or proprietary messaging standards. You get security,
but your system remains based on open standards. 

9.3.7 Digital signatures 

Digital signatures, another form of message-level security, are a variation on the certif-
icate, key, and encryption approach to security. A digital signature is a mathematical

Figure 9.11 The step-by-step process of using public/private key encryption and certificates in 

a secure SOA
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statement of authenticity that you attach to a SOAP message. Based on keys, the digi-
tal signature is a number (again, a very large number) that uniquely captures your
identity and the content of your message, by running the two sets of data (the key and
the message) through a special algorithm. So, to take a simplified example, if your
message is “hello” and your key is 12345, the algorithm will process those two
inputs—the digital value of the world “hello” and the key number 12345—and pro-
duce a third number, which is your unique digital signature. When the receiving sys-
tem gets the message and attached digital signature, it can use the key to verify that 

• You are the true author of the message (authentication).

• The SOAP message has not been altered in transit. 

If it had been altered, then the unique signature number would no longer match the
key and the original message used to create the key. 

The difference between digital signatures and the complete encryption process
described earlier is that in the digital signature case, you do not have to encrypt the
entire message. As a result, the performance of the system improves. As long as you
don’t mind if someone can see your message in plain text, then the performance con-
siderations of digital signatures provide a high degree of security and integrity of data
in your SOA.

Signatures can be a component of nonrepudiation, an important aspect of security
that needs to be addressed in an SOA context. Nonrepudiation refers to an organiza-
tion’s ability to authenticate that a particular transaction occurred, and thus deny the
sender the opportunity to repudiate (a fancy word for “deny”) that the transaction
went through. For example, if you placed an electronic order for merchandise, and
that order was not authenticated in some way, such as with a digital signature, then
it might be possible to repudiate the order. If the merchant’s system provides for non-
repudiation, then the merchant can affirm that the order was indeed placed. 

9.3.8 Replay attack protection and auditing

Finally, your SOA security solution should provide a facility for tracking SOAP
requests in order to limit the potential for damage in DoS attacks. Usually, a tracking
feature will monitor the sender of the SOAP message and the time that it originated.
In some cases, the SOA security solution will “stamp” the SOAP message with a
unique identifying number. If the solution is set to block duplicate messages, it then
becomes impossible for the same message to be sent twice. Eliminating this potential-
ity helps reduce the change that hackers could flood the SOA with duplicate
requests—a favored technique used in DoS attacks. 

Auditing is a further use of SOAP message tracking capabilities. If the SOA security
solution is configured to track messages, then it should be able to generate usage logs
and audit reports for SOA message traffic during specific periods of time. The audit
has many uses, but in security it serves as an important record of what has happened
that can be used to investigate security problems and diagnose potential security
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weaknesses. This type of log has become essential to achieve regulatory goals such as
Sarbanes–Oxley compliance.

9.4 THE SAVVY MANAGER CAUTIONS: 
DON’T LET SECURITY PARALYZE YOU

SOA security is a massive subject. I could write a whole book on it. In fact, that’s not
a bad idea... My intent in this chapter is to give you an overview that provides a basic
toolset for evaluating information presented to you on the subject. If you are a busi-
ness executive, my suggestion is to avoid becoming overwhelmed by security issues. It
is easy to become paralyzed by security—security people can also do it to you—and
balk at doing virtually anything for fear of security concerns. Indeed, I could probably
take a proposed IT solution you are contemplating and walk you through enough
security nightmares around it to scare you away from it. 

Instead, I recommend that you seek high-quality counsel on security and explore
what your enterprise already has in effect. Chances are, your company probably
already has a pretty robust security system (or systems). The challenge with SOA is to
figure out how to extend those existing security measures to the web services that
comprise your SOA. Many SOA security solutions are designed to interconnect effec-
tively with existing security functionality. At that point, the security risks might begin
to look a bit more manageable and you can proceed with your plans. 

9.5 SUMMARY

Security is a pressing issue in SOAs because the SOA stresses machine-to-machine inter-
action, while most IT security is based on human-to-machine interaction. Authentica-
tion and authorization become more challenging in this environment. It is virtually
impossible to block unauthorized use of web services in an unsecured SOA; it is quite
simple for an unauthorized user to access web services. Web services have no innate
ability to track who is using them or who is permitted to use them. And you cannot
stop unwanted listening in and message interception. The unsecured SOA presents
hackers with the ability to eavesdrop on SOAP message traffic and see information that
may be private. In addition, it is relatively easy to intercept a SOAP message in an unse-
cured SOA and reroute it or transform its content for purposes of mischief or fraud.

You cannot secure unknown third parties in an SOA because of the architecture’s
open nature. It is possible for secondary or tertiary users—the partners of your part-
ners, for example—to access an unsecured SOA. As a result, the unsecured SOA is vul-
nerable to overload. With no access controls, an unsecured SOA is open to being
“flooded” with excessive SOAP message traffic from hackers. The result can be a DoS
attack that harms the ability of your systems to function. Finally, you have no trans-
action logging. The unsecured SOA cannot keep track of its users or its messages.
Thus, there is no auditable record of usage that can be used to investigate security
problems or diagnose security weaknesses. 
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There are both prepackaged and custom solutions to SOA security that can poten-
tially address all of these issues. As you examine your SOA security needs, consider
implementing an SOA security solution that enables SOAP message monitoring; fed-
erated authentication; application proxy; contract management; certificates, keys, and
encryption; and audit logging. It seems like a long list, but the truth is without any
one of these in place, all the benefits from your SOA will evaporate. 

SOAP message monitoring utilizes a SOAP interceptor model to intercept and
monitor SOAP messages as they travel from invoking systems to web services. SOAP
message monitoring is the foundation of SOA security because it gives your security
solution the ability to stop and examine each message for user authentication and
authorization. To secure third parties, your security solution can take advantage of
federated authentication. You should offer the ability to authenticate users on the sys-
tem through a federated authentication process. The end result is an SAML assertion
that provides credible authentication of the user to the web service.

A web service application proxy aids security by receiving and processing SOAP
requests in place of the actual web service. It can keep all users away from the actual
service. Along with moderating the load on the network, the proxy provides an addi-
tional layer of security to the SOA. 

Contract management is an SOA management feature that also contributes to
security. Contracts establish who has the right to use a web service and when they can
use it. By eliminating usage by noncontracted parties, the contract adds security to
the SOA.

Certificates, keys, and encryption are also essential for a truly secure SOA. The
most robust SOA security results from the implementation of encrypted messaging
authenticated by private key/public key pairs from a certificate authority. XML
encryption allows a web service user to send an encrypted SOAP message that retains
its XML formatting. As a result, the system is secure but remains standards based.
Digital signatures, a variant of the encryption model, offer the web service user the
ability to create a unique, authenticated digital “signature” that serves the dual pur-
pose of verifying the identity of the user as well as assuring the integrity of the mes-
sage data. 

Finally, in order to track the use of an SOA, it is necessary to employ an SOA secu-
rity solution that maintains an ongoing audit log of all SOAP message requests and
responses. The audit log is necessary for investigating security problems, diagnosing
security weaknesses in the SOA, and achieving government regulatory compliance.






