
S A M P L E  C H A P T E R



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Understanding Enterprise SOA
by Eric Pulier

and Hugh Taylor
 Sample Chapter 3

 
 
 
 
 
 
 
 
 
 
 
 

Copyright 2006 Manning Publications

 



vii

brief contents

Part 1 Understanding the technology of enterprise SOA ..........1

1 The goal of loose coupling 3

2 Web services overview 23

3 What web services can do 37

4 What is SOA? 49

5 SOA for enterprise application integration 58

6 SOA for B2B commerce 73

7 SOA: improved business processes 85

8 Real-time operations 98

9 Security in a loosely coupled environment 109

10 Running an SOA 126

11 Assembling SOA networks 139

12 Utility computing 151

Part 2 Understanding the people and 
process of enterprise SOA .........................................161

13 Exploring an SOA for Titan 163

14 Achieving consensus at Titan 178



viii BRIEF CONTENTS

15 People: Starting the training 188

16 People: Establishing best practices 198

17 People: Establishing best practices 213

18 Plan and proceed 225



37

C H A P T E R 3

What web services can do
3.1 Technology with potential 37
3.2 Invoking remote procedures 38
3.3 Exchanging data 39
3.4 Impact on EDI 39
3.5 Communicating between 

multivendor systems 40

3.6 Interacting interdepartmentally 
and beyond 41

3.7 Integrating applications (EAI) 43
3.8 The savvy manager cautions: 

the limits of web services 44
3.9 Summary 47

As Jay and I continue our exploration of web services, we begin to take a look at what
they can and cannot do. Because of the agreement on basic web services standards
among all the major IT players, web services have the power to enable dramatic
changes in the way enterprise IT is designed and managed. However, it is important
to keep in mind that web services cannot address every challenge. There are limits to
their use, to be sure. My goal in this chapter is to give you an overview of the various
ways in which web services can change how you approach information technology—
and also to temper that view with an understanding of realistic expectations.

3.1 TECHNOLOGY WITH POTENTIAL

The interoperation of distributed computers that web services enable falls into two
primary categories: 1) remote procedure calls, and 2) data exchange. Any implemen-
tation of web services in the real world involves one or both of these activities. Neither
of these processes is new. Yet, because of their open nature, web services make remote
procedure calls and data exchange far more versatile than they have been in the past.
The result is an opportunity to interoperate on a much broader scale. Even more
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important, the ability to coordinate these web services into larger processes and then
rapidly swap out the components for others creates an entirely new competitive
opportunity—business agility.

3.2 INVOKING REMOTE PROCEDURES

Whenever one computer in a distributed environment asks another computer to per-
form a function, that is known as a remote procedure call (RPC). A currency exchange
calculator is a good example of a software feature that might lend itself to an RPC. Let’s
say you have an international business that runs an order-processing computer. Every
time you process an incoming order from a foreign country, you need to know the
exchange rate for that currency. Assuming that the cheapest and most accurate exchange
rate calculator is available on a computer other than the one that runs your order-
processing software, you need to arrange for that order-processing software to ask the
currency-calculating software on the other machine to figure out exchange rates.

So, if you need to know what $100 is worth in yen, then your order-processing
software can send that information to the currency calculator. Figure 3.1 illustrates
the request and response involved. The system making an RPC effectively says, “What
is the yen equivalent for $100?” The currency system responds by saying, “¥200”.

It has been possible to perform this kind of currency conversion using an RPC for
many years using a client-server architecture. RPCs are a staple of client-server archi-
tectures. However, web services make RPCs dramatically simpler to carry out because
they eliminate the need for the RPC to travel through any kind of proprietary inter-
face that sits between the computers. And web services make it possible—easily—for
computers to engage in RPCs even if they are running different operating systems and
programming languages.

Figure 3.1 A currency calculator provides an example of a remote 

procedure call. The “consumer” sends a request asking another system to 

perform a procedure of converting dollars to yen. The system answers the 

remote procedure call by executing the currency conversion and sending 

the yen figure as the answer.
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3.3 EXCHANGING DATA

Web services, because they use the universally accepted XML format for the transfer of
data, are very good at helping distributed computers share data. Continuing with our
currency exchange example, let’s assume now that the order-processing software has
the ability to calculate foreign currency totals using a table of exchange rates. Each
day, the order-processing software needs to get an updated table of exchange rates in
order to function properly. To accomplish this, you set up a web service that commu-
nicates the exchange rate data to the order-processing software in the form of a SOAP
message. Figure 3.2 shows what this would look like. For every transaction, the order-
processing software—now itself a consumer of a separate service—sends a SOAP
request asking for the exchange rates. In response, the provider computer sends back
the exchange rates as another SOAP message.

3.4 IMPACT ON EDI

One area of large-scale data exchange where web services have the potential to make
major inroads is electronic data interchange (EDI). EDI, which has been around for
many years, is a standard for sharing large amounts of data between business partners.
For instance, many large manufacturers use EDI to transmit orders to their suppliers.

Web services have the potential to transform or even replace EDI in many cases—
not that there is anything necessarily wrong with EDI. It served its purpose quite well,
and certainly was a dramatic improvement over the hodgepodge of unmanageable
formats that businesses used to employ to communicate to one another. However,
EDI is rigid and expensive. To send information using EDI, one has to set up and
maintain a value-added network (VAN). This kind of private network is costly to
operate. With web services, you can achieve the same results as EDI without the cost

Figure 3.2 In this data exchange example of web services, the web 

service consumer sends a SOAP request to the web service asking for 

a table of currency conversion figures. The web service answers by 

executing the request and sending back the currency table formatted 

as a SOAP response.
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of the VAN. And you get more inherent flexibility in the ways the data is composed
and shaped. This is important because the complexity of conducting business with
multiple partners often causes a great deal of frustration and costly workarounds, as
companies struggle to force EDI to handle an ever-changing and expanding set of
business-to-business rules and processes.

The reality is, of course, that many major enterprises rely on EDI and will con-
tinue to do so in the future. Though EDI is expensive, the costs and uncertainty of
switching to web services will naturally cause a gradual shift to this more efficient
computing model. It should be noted, therefore, that it is possible in this environ-
ment to combine the best of both EDI and web services by “wrapping” the EDI mes-
sage in a SOAP envelope and allowing the EDI message to travel easily through
Internet protocols and be readable by a wider range of consuming computers.

There has also been a movement to expand on the goals of EDI with a novel XML
format of its own. Running parallel to the development of web services, a number of
standards bodies have derived a standard known as Enterprise Business XML, or
ebXML, to help transition EDI into the XML age. At this time, it is not known if web
services or ebXML will win the battle to move business-to-business commerce into the
realm of open standards. The debate is likely to be moot, however, because the
ebXML and web services standards are rapidly converging. It is likely in the coming
years that ebXML will become a simple variant in the way web services standards are
deployed, and that ebXML will be supported in the web services development, man-
agement, and security tools of the major suppliers.

3.5 COMMUNICATING BETWEEN 
MULTIVENDOR SYSTEMS

Have you seen the commercials that say, “And then it hits you. You are so ready for
IBM…”? The reason those commercials are so effective is that they connect with the
pain that we all feel from having spent years trying to get computers and software
from different companies to work together. The catastrophic costs of incompatible
systems are staggering, but they’re nothing compared to the emotional devastation left
in the wave of the hundreds of thousands of careers shredded from the untold mil-
lions of IT projects gone wild. Interoperation between systems that run on different
platforms, operating systems, and programming languages is one of the biggest head-
aches—and largest budget categories—in all of IT. Let’s examine further how web ser-
vices can reduce many of the costs and stresses associated with this kind of
heterogeneous environment.

If your business is like most, you probably have a number of different software
packages running on multiple platforms. Your IT environment might resemble the
one shown in figure 3.3. In this illustration, SAP runs on an IBM AS/400, Oracle runs
on Sun Solaris, Siebel on Windows, and a custom COBOL application from the
1970s on an IBM mainframe. When it’s time to get any visibility across these systems,
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there seems to be no other choice other than to start spending big bucks. It’s such a
hassle that you may indeed be “so ready” for IBM to come in and replace all of your
non-IBM hardware and software with IBM products and let them worry about con-
solidating or integrating it all. And there’s nothing wrong with that choice—other
than the extraordinary cost and a “vendor lock-in” that can leave you at the mercy of
one powerful external organization forever.

As an alternative, you can let your systems run where they are and expose key
functionality and data sources as web services. Then, with the universal interface of
SOAP and the universal network function of Internet protocols, you can enable your
mixed-vendor systems to interoperate with relative ease. In this model, you also gain
the ability to take these exposed services and orchestrate them into business processes,
and swap out in a modular fashion any specific service for another (from another ven-
dor perhaps) as you see fit. The promise is clear: a modular set of loosely coupled ser-
vices can free a business from the shackles of the old IT infrastructure. With a vendor-
neutral approach, business processes can now be designed around business priori-
ties—not technology or vendor mandates.

3.6 INTERACTING INTERDEPARTMENTALLY 
AND BEYOND

There’s a great scene in the film Apollo 13 where a bag of parts is dumped on the table
in front of a group of scientists, who are then told they’ve got an hour to figure out
how to come up with a solution to save the Apollo using only these components—
none of them originally designed for the task at hand. I think any IT professional can

Figure 3.3 Because they are based on universally understood, 

standards-based protocols, web services enable interoperation in a 

heterogeneous vendor environment.
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relate to that scene. You’re going about your day, minding your own business, and
invariably an immediate need arises to solve a major crisis and the only way to do it is
to figure out how to integrate a set of systems that were never meant to be integrated
with tools ill suited for the purpose. Every day I meet with companies or government
organizations who must rapidly achieve interoperation between a group of computers
in a vendor-heterogeneous distributed environment that spans more than one build-
ing, network domain, corporate division, or company.

Figure 3.4 shows such an environment, which is all too typical in many large enter-
prises today. The challenges involved in getting an IBM mainframe to interoperate
with that Oracle on Sun setup are compounded by the fact that the systems are in dif-
ferent divisions in different time zones. Not only do you have to manage the com-
plexities of interoperation, you also have to navigate the budgetary and political issues
involved. If you have to interoperate with a computer at another company, as we see
with the Siebel on the Windows system in figure 3.4, your challenge is all the greater.

Web services give you a way to streamline many of the challenges inherent in
achieving this kind of interoperation across corporate boundaries. By agreeing on a
universally accepted mode of interoperation—one that costs nothing and requires no
proprietary software to implement—you have gone a long way toward succeeding in
this endeavor.

Figure 3.4 The need to achieve interoperation between divisions and 

separate companies is a process that normally taxes IT operations. Web 

services, with the universal, standards-based approach, make such cross-

organizational interoperation comparatively simpler and cheaper.
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3.7 INTEGRATING APPLICATIONS (EAI)

The field that has grown up around reliable interoperation among distributed com-
puters in large companies is called enterprise application integration (EAI). EAI is a
both a concept and a group of products. EAI refers to the process of linking large sys-
tems together. It is also a label that applies to a number of different software products,
such as Tibco and webMethods, which provide interfaces between the distributed
computers. EAI software products comprise many of those very same “proprietary
interfaces” that we have been discussing in the previous chapters.

Web services stand to make a significant impact on EAI. As we have noted, web
services simplify RPCs and data exchange, including EDI. As a result, web services can
greatly simplify EAI and reduce or even eliminate the need for proprietary EAI inter-
faces. That is not to say EAI platforms themselves cannot still provide useful services,
from security to business process modeling, but certainly aspects of the proprietary for-
mats for interface exposure will be commoditized in light of these new XML standards.

Figure 3.5 shows a web services EAI situation. In this case, a series of web services
are orchestrated to achieve a single result: a complete product order. To process an
order, each computer must interoperate with the others in a specific, preset way that
accomplishes the goal.

How is this different from simple RPCs and data exchange functions? The pro-
cess must be reliable and auditable. EAI is about achieving a predictably high level of
performance in interoperation. Proprietary EAI platforms can offer this today. Web

Figure 3.5 In this example of four enterprise applications interoperating to 

execute a factory order, web services provide a standards-based way to 

execute the necessary EAI.
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services alone—without an EAI platform—can also make this happen, though it is
first necessary to overcome a number of limitations in web services technology. Let’s
take a look at those limitations next.

3.8 THE SAVVY MANAGER CAUTIONS: 
THE LIMITS OF WEB SERVICES

Impressive as they are, web services certainly have limitations as well. These limita-
tions are important to remember because technology is like politics—the claims and
promises invariably diverge from what is delivered once the vote is cast. My goal in
this book is to provide the ability to judge for yourself the strengths and weaknesses of
web services. While the strengths clearly outweigh the downside, by understanding
the pitfalls we can plan around them and also ensure we are applying the technology
only where it is suited and not as a wholesale remedy to our ills.

Several key issues are often raised when considering web services:

• Latency—XML is considerably slower than communication formats that are
more compressed. For this reason, web services are better suited for “coarse-
grain” functions—that is, transactions that offer considerable value, rather than
“subroutine”-level calculations. For instance, a good example of an appropriate
web service is to offer the weather in a location (send me a zip code request in
SOAP and I’ll respond with a SOAP message with the climate in your region of
choice); an inappropriate web service would be adding two numbers together.
In the first example, a major set of algorithms and processes are invoked; in the
second the request is better handled within the consuming application itself
because of the “overhead” and “latency” incurred in going outside to a service
for the answer. Another example of where this overhead is not worth incurring
is when you are interacting with a system that is not meant to interoperate gen-
erally with other systems, and that has faster and more efficient interfaces
already available. For instance, most databases can be accessed via Open Data-
base Connectivity (ODBC) or Java Database Connectivity (JDBC) (two differ-
ent standardized models for database access). In these examples, adding web
services would only be interesting if you were going to open up the queries to a
wide set of disparate applications; in general, the native interface options will
suffice and work faster than the web service equivalent.

The next three caveats are areas that point to immaturity in the web service
standards, and are often identified by existing EAI vendors as reasons to hold off
on mission-critical web service deployments. In fact, these are real issues but in
most cases can be readily solved by management platforms available on the mar-
ket that are geared to SOA. These issues include

• Security—Exposing sensitive data via “standards” that anyone can understand is
a doubled-edged sword—efficient on one side, deadly on the other. Without
protecting your services from unauthorized access, all the efficiency in the world
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is not worth the corollary risks. To deploy web services in an enterprise, one
must therefore address issues of user and system authorization and authentica-
tion, and encryption of messages in flight.

• Management—Allowing “web service consumers” to directly interact with web
services creates a peer-to-peer relationship that brings with it an inherent man-
agement challenge. How can one monitor performance and ensure reliability,
audit results, or enforce service-level agreements without actually knowing any-
thing about the interaction with the services? Enterprise class web service there-
fore necessarily means entering “the conversation” between your web services
and those who consume them. This is a cornerstone of web services manage-
ment, and will be addressed later in this text.

• Transparency—The reason transparency is important as you set up your web
services network is simple: there’s no reason to use web services in the first place
if you fail to achieve transparency. In other words, all the benefits of shifting to
this hyper-efficient computing model fall away if the model isn’t able to handle
change in the configuration of the “services fabric” without causing major
upheaval and cost in your enterprise. Transparency lets you shield your enter-
prise from change and create an adaptive infrastructure that dynamically han-
dles change without human intervention, allowing your dependent systems and
processes to function unaffected.

In the case of latency, the key to web services usage is to apply the technology where
appropriate and not willy-nilly. We will further explore where web services are most
effectively applied in this book. In the case of the other often-heralded limitations, the
objections are handily overcome with proper planning and education as to the stan-
dards and technologies available to assist. These standards and technologies will also
be addressed in detail in this book as we demonstrate their enormous power even in
these early years of the maturity cycle.

3.8.1 Replacing legacy systems

A confusing marketing message you may hear today is that web services can replace
all of your old legacy systems. This is a misunderstanding of the purpose of the XML
standards and where they are best applied. First of all, web services should not be con-
fused with programming languages; web services are a mechanism for interoperability
between applications regardless of the platform (mainframe, Linux, etc.) or language
(Java, C++, etc.). The purpose of web services is quite the opposite of a “rewrite,” but
in fact enables organizations to leverage their existing assets by exposing them
through standards.

In terms of cost, exposing key legacy system functionality as web services is usually
a cost-effective, positive return on investment (ROI)-producing evolutionary step.
Ripping legacy systems out and replacing them with more modern equivalents is an
order of magnitude more expensive, and often not any more effective. Depending on
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the circumstances, it is usually more prudent to “expose” existing systems with stan-
dards rather than rewrite them from scratch.

The sensitivity of the applications running on mainframes is such that organiza-
tions were previously suspect of using web services technology to expose interfaces
because of security fears. These fears are largely subsiding now in relation to the many
success stories of secure mainframe web service exposure, and the enormous cost ben-
efits that have resulted. In fact, based on clear adoption rates in 2004, I can easily pre-
dict that the majority of mainframe integration projects will be web service–driven
within a few short years.

3.8.2 Operating securely or reliably on their own

At this time, web services standards do not specify any consistent methods to
ensure security or manageability. You can buy a package, such as Microsoft Visual
Studio .NET, that enables you to create web services. However, that package does
not give you the ability to ensure that the SOAP message you send to a third party
will arrive securely. A web service as defined by the standards cannot tell you that
the consuming computer is legitimately who it says it is. Nor can you really be sure
that your SOAP message arrived at all. I’m not singling out Microsoft for criticism
here; any web services development package will give you the same problem. When
you create software that can be used by anyone, anywhere, over virtually any net-
work, you are in effect abandoning much of the control you normally have over
enterprise systems. There are solutions to this issue, to be sure, but web services do
not have any innate functionality to cope with security and manageability chal-
lenges. We will explore these solutions in great depth in later chapters.

3.8.3 Performance

And then, there is performance. Web services today tend to be a little slow when com-
pared with other modes of interoperation. There are many reasons for this, and teams
of technologists worldwide are solving, or attempting to solve, quite a few of them
even as you read this page. However, overall web services and XML require more pro-
cessing firepower to move through networks due to the nature of XML and existing
computers’ ability to process the messages. As a result of this performance deficit, you
should consider system performance as a criterion when selecting which of your appli-
cations you want to expose as a web service.

3.8.4 It’s not always SOAP, either

You may be wondering if it is possible to achieve the interoperability of web services
without actually using web service standards. If this concept has occurred to you, then
you are definitely paying close attention to the material presented in this book so far,
or you are a bona fide genius and should stop reading here and call me for a job. Yes,
using XML without SOAP, you can actually accomplish quite a bit that web services
can do, although it is important to be using the same kind of XML on both sides of
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the transaction. These industry-specific XML standards are popping up in virtually
every sector of the economy, and will eventually merge with web service standards.

A number of non-SOAP XML approaches to web services are in use today. I men-
tion them here because there is some confusion in the marketplace today over what
the “real” web services are—SOAP or non-SOAP.

RosettaNet was an early attempt to achieve standards using XML for the interop-
eration of computers used in supply-chain management. The Association for Coop-
erative Operations Research and Development (ACORD) is another set of XML
standards used by the insurance industry. Enterprise Business XML (ebXML) is a set
of standards that emerged from attempts to transition EDI to XML. All three of these
standards groups are currently in use and enjoying some rate of success. As we move
forward with web services, it is likely that overarching interoperability standards will
merge with all of these different approaches.

3.9 SUMMARY

Web services enable two basic types of interoperation between distributed computers:
remote procedure calls (RPCs) and data exchange. Both of these processes existed
prior to the invention of web services. However, web services have the potential to
simplify the cost and difficulty of their execution. In an RPC, the web service con-
sumer sends a SOAP request to the web service asking that a specific procedure be car-
ried out. The web service performs the procedure that has been requested and
transmits the result back to the consumer in a SOAP response. A dollars-to-yen cur-
rency conversion would be an example of an RPC. In a data exchange, the web service
consumer sends a SOAP request to the web service asking for a specific set of data.
The web service answers by sending the requested data back to the consumer in a
SOAP response.

Electronic data interchange (EDI), the standard of data exchange among corporate
partners for many years, is now changing as a result of web services standards. Because
many large businesses have an existing investment in EDI, it is probable that many
will gradually convert their EDI systems to a web services basis rather than wholly
replace them. For this reason, the web services community has paid a great deal of
attention to EDI.

Web services enable interoperation between disparate systems with a heteroge-
neous mix of vendors, platforms, operating systems, and programming languages,
such as Oracle on Sun interoperating with SAP on IBM. As a result, web services
enable a greater degree of “vendor neutrality” than has traditionally been possible in
corporate IT. This neutrality brings with it a new sense of modularity that, in effect,
frees organizations from being locked into a specific company and liberates them to
assemble their enterprise with a best-of-breed mind-set.

Web services make it possible for computers distributed throughout different divi-
sions of a company, or even in different companies, to interoperate with relative ease.
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As the pace of business quickens and more and more businesses rely on partnerships
and alliances, web services stand to play an important role in connecting companies
with one another. In a related vein, because of their ability to enable simple RPCs and
data exchange among disparate and heterogeneous computers, web services are mak-
ing a huge impact on the field of enterprise application integration (EAI).

Web services do have limitations, though. They expose legacy systems, but do not
replace them. They cannot operate reliably or securely on their own, as they are
merely a set of standards, not a comprehensive software package. In many cases, web
services’ performance is slower when compared with other modes of interoperation,
and this latency makes them unsuitable for many tasks. Yet, there are many promising
solutions to these problems coming onto the market. For virtually every limitation,
there is an extant or emerging solution.

It is possible to achieve the same universal interoperation of web services using
XML alone without SOAP, WSDL, or UDDI—as long as the communicating parties
have adopted the same XML standards. There are several types of non-SOAP XML,
including RosettaNet, which have been adopted in quite a few supply-chain manage-
ment situations, particularly in the electronics industry. Other examples of non-SOAP
XML are ACORD, which was developed for the insurance industry, and ebXML,
which is an attempt to transition EDI to XML.






